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REMARKS FROM REGIONAL PRESIDENT, ACCSA, USA 

Refresher Course in e-Accounting is a strategy put in place by Association of Chartered Certified System 

Accountants (ACCSA), USA to empower Accountants with the basic skills required to work in an 

electronic environment. Packages such as Sage 50, Spreadsheet and Forensic technology tools are 

flexible and have the potential to put accounting professionals and forensic experts at a vantage 

position to solve accounting and forensic related tasks efficiently. 

ABOUT ACCSA, USA 

Association of Chartered Certified System Accountants (ACCSA) is the home for Professional 

Accountants in the globe to meet on a common ground through practical oriented empowerment 

conferences, trainings, workshops and researches on the application of Information technology (IT) in 

accounting, forensics, auditing, blockchain technology/digital currencies, artificial intelligence and 

other emerging fields. 

ACCSA is registered in the United States of America and is affiliated to corporate organizations and 

institutions in USA, Europe, Africa, Australia and Asia. 

ACCSA’s goal is to provide qualitative education and training for members to empower them and 

develop their potentials to the full by creating stimulating professional activities for efficient, 

dedicated and selfless service to benefit the public and the world at large. This goal is predicated on 

the resolve of the Association to use all strategies in her disposal to bridge the Digital divide among the 

continents in the globe. 

The Association organizes practical oriented Conferences across the globe as a medium for Accountants 

and those in related disciplines to meet with software developers, forensic experts, IT experts, 

Managers, Trainers, Speakers and CEOs of reputable Blue-chip organizations and brainstorm on the 

strategies/IT required in solving contemporary problems, thereby enabling participants contribute their 

quotas in bridging the Digital divide through the teaching & practice of accounting among the 

continents of the world. 

Vision 

To be the global home for Chartered and Certified System Accountants worldwide bridging the Digital 

divide among the Continents via the training and practice of accounting. 

Mission 

To produce world class System Accountants through excellent Information Technology career-driven, 

open learning and innovative training programs thereby empowering Accountants to be skilled global 

experts. 

 

Prof. Adebayo Paul Adejola, FCCSA (USA),  FCNA, FCA, FCTI, PhD. 

Regional Representative, ACCSA, USA. 

+234 803 680 2529 
padejole@yahoo.com 
www.profadebayopaul.com 
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UNIT ONE: ACCOUNTING IN SAGE 50 

Unit Objectives 

This Unit is intended to; 

 Teach learners how to create a company in Sage 50  

 Teach learners how to setup company preferences in Sage 50 

 Teach learners how to create company accounts in Sage 50  

Learning Outcomes 

At the end of this unit, learners should be able to know; 

 How to create a company in Sage 50  

 How to setup company preferences in Sage 50  

 How to create company accounts in Sage 50 

 

INTRODUCTION SAGE 50 ACCOUNTING 

Sage 50 accounting software is a complete accounting solution package with robust 

resources to perform accounting and financial functions. It is one of the most popular 

and generally accepted accounting packages that is flexible and possess peculiar 

characteristics that enables both profit and non-profit making organizations build 

their own charts of accounts and process their financial transactions, prepare and 

present their financial statements electronically. 

 

Sage 50 accounting software comes in different flavors depending on the number of 

users. Sage 50 Pro, Sage 50 Complete, Sage 50 Premium and Sage 50 Quantum. Buyers 

can choose from among several features, depending on what they specifically require. 

Of these, Sage 50 Premium and Sage 50 Quantum also have Accountants' Editions, 

which can prove to be of great use for professional accountants. 

Sage 50 Accounting is the most widely used accounting software, with millions of 

corporate users worldwide. There are various versions of Sage 50 Accounting 

software. In this book, we will use Sage 50 Premium. This version allows you to create 

a company, create company accounts and process transactions such as purchases, 

sales receipts and payments among others and view various financial statements. 

Features of Sage 50 Accounting 

i. Cost Effectiveness: It is affordable to the user and save cost. 

ii. Comprehensiveness: It has various configurations that satisfy users’ 

requirements. 

iii. Reliability: It has been used by many organizations for a considerable length 

of time with proven degree of success. 
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iv. Flexibility: Fairly easy to be amended, modified and upgraded to meet users 

need. 

v. Portability: Suitable for use with any computer system and with optional 

features for upgrading the operating system. 

vi. Interfacing: Able to link conveniently with existing system and other 

application packages like excel, word etc. 

vii. Storage: Capacity for extensive storage facility with backup processed 

Information. 

viii. Timing: The Process time/speed is very high. 

ix. Peripherals: The input and output hardware devices required by the Sage 50 

readily conform to existing modality. 

x. Documentation: The procedures for input, processing and output of 

documents make reference easy (user guide manual). 

Basic Steps in Using Sage 50 Accounting 

 

1. SETTING UP A NEW COMPANY 

Creating a Company 

Sage 50 walks you through the process of creating a new company.  This makes it 

easier to get a new company started.  You only need to enter relevant information to 

initially set up your company. This information includes the chart of accounts, your 

accounting method, your posting method, and your accounting periods. After you 

complete New Company Setup, Sage 50 presents you with the setup checklist so that 

you can set up your default information, data records, and beginning balances for the 

following: 

 General Leger 

 Accounts Payable 

 Accounts Receivable 

 Payroll 

 Inventory Items 

 Jobs 

SET UP A NEW COMPANY 

TIPS/PROCEDURES: 

 Click Start button 

 Click on program, select and click Sage 50 (Peachtree) Accounting 

Note: Sage Window dialog box will display 
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 Click on create a new company.  

 
Note: For successful completion of Company creation, you are to take note of 

all the information that creation wizard will ask you. That will enable you to 

have a successful company creation. 

 Sage 50 new company set up wizard/dialog appears.  Click Next. 

 Type the Company information e.g. Company Names, Addresses, City, State, 

etc. Click Next. 
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Type in the company name and address and also select the business type such 

as Limited Liability, Corporation, etc. 

 Select a Chart of Account e.g. set up a new company on using Samples, Copy 

Chart from existing Sage 50 Accounting Company, etc.  

 Click next and select chart of accounts as related to your business line  

 Select accounting method e.g. Accrual or Cash and Click next 

 Select posting method e.g. Real Time or Batch and Click Next  

 Select Accounting period and click next 

 Select the monthly accounting periods e.g. Jan-Dec 2011.  The first month of 

Data entry e.g.  Jan. 2011, first year of entering payroll select 2011 and click 

next. 

 Click Finish.  

Once you open Sage 50 and a company, you have access to all the Sage 50menu 

options.  (If you don’t have a company open, you will have limited menu access.)  The 

following menus are available in Sage 50. 

The Sage 50 Menu Options: 

File:  Allows you to open an existing company, create a new company, print, print-

preview, set up the printed page, backup and restore company data, import or export 

files, edit payroll tax tables, and exit Sage 50.  

Edit:  Allows you to cut, copy, and paste objects from one place to another via the 

Windows clipboard.  You can check spelling, change record IDs, edit or delete 

records, select or save memorized transactions, and display accounting behind the 

Screens for a selected transaction.  In addition, you can add or remove lines when you 

are working with transactions. The options on this menu vary, depending on which 
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area of Sage 50 you are using.  In addition, you can send e-mail to customers and 

vendors as well as visit their Web sites by using the options on this. 

Maintain:  Allows you to enter, view, or edit required information for your company’s 

customers, vendors, employees, and sales reps, chart of accounts, inventory items, 

item prices, and job cost items.  You can also edit company information, set up 

memorized transactions, enter sales tax codes, users/passwords, and default 

parameters for how you want your accounting handled.  

Tasks:  Allows you to enter quotes, sales orders, sales invoices, receipts, purchase 

orders, purchase invoices, payments, write checks, time and expense tickets, payroll 

transactions, and General Journal entries.  You can also calculate financial charges, 

select bills to pay, select employees to pay, make inventory adjustments, reconcile 

bank statements, void checks, enter transaction items, post and un-post information 

to the general ledger (balance forward), change the accounting period, close the 

fiscal  and payroll years, and purge inactive items and old transactions.  

Analysis:  Allows you to view customized graphical overviews of the entire company 

to analyze cash flow, collections of amount due from customers, payments due to 

vendors, and financial status.  

Options:  Allows you to set global preferences for a company and to change the 

system data. You can turn on (or off) the status bar, Navigation aid, and start Screen.  

You can also set up an internet connection within Sage 50.  

Reports:  Allows you to get a list of reports for printing or viewing.  You can also 

create and edit the format for reports, forms, and financial statements.  

Services:  Allows you to access and synchronize with various Sage 50 Web resources 

online and manage or process downloaded Web transactions.  You can also view Sage 

50 Today, set up online credit card authorization, or check for Sage 50 product 

updates. 

Window: Allows you decide how you want your desktop to look. 

Help:  Allows   you to open windows of context-sensitive help, run a tutorial for Sage 

50, display data file statistics for the currently opened company, and see which 

version of Sage 50 is currently installed.  You can see information on ordering checks 

or invoice forms for printing.  You can access and print a technical support request 

form for relaying any problems, questions, comments, or suggestions you may have 

concerning Sage 50, as well as access Sage 50 information on the Web.  Registration 

information is also accessed through the help menu. 
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General Leger  

The general ledger is the heart of any accounting system.  All of the transactions you 

process in your business eventually get posted or stored in the set of accounts known 

as your general ledger.  This set of accounts is called the chart of accounts.  You can 

think of these accounts as holding places for money- either money that you have in 

hand or money you can reasonably expect to receive or pay.  Each time you post a 

transaction, Sage 50 makes an entry to at least two accounts in your general ledger.  

One of these accounts is called a credit and one a debit.  Once you’ve selected a 

chart of accounts and set up your company, most of these accounting activities take 

place behind the scenes. As a true double-entry accounting system, Sage 50 make 

sure the credits always equal the debits, so your books stay in balance and whenever 

you or your accountant needs to see that accounting activities, it’s all there, stored in 

your general ledger.  Sage 50 provides full accounting functionality with innovative 

features.  For example, you can create memorized transactions.  With memorized 

transactions, you can enter and save common transactions for later use.   

Credits = Debits 

 Record recurring general journal entries.  This saves you time, because you 

don’t’ have to repeatedly enter similar transactions, such as depreciation.  

 Reverse general journal entries.  Use this feature, among other reasons to show 

the expenses current by your company as reflected on a monthly financial 

statement.  For example, you may want to include payroll tax liabilities in 

December but enter the pay check itself in January.   

 Keep two years open at once because the program does not required you to 

rush into a year-end close at the end of the year.  This provides you the option 

to continue working in another fiscal year, even though you have not cleared 

the previous year’s data.  

 Use the standard default financial statements, or customize them. You can 

generate customized reports that suit a variety of purposes and fulfill specific 

needs of your business.  

 

2. WORKING WITH CHART OF ACCOUNTS 

Setting up General Ledger 

Before you begin recording you company’s activity, you must set up general ledger 

information, including your chart of accounts.  

ACCOUNT TYPES 

You can choose from several different account types while setting up a new account 

in Sage 50.  The account type you select determines where the account appears on 
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financial statements and how its amounts are handled at fiscal year-end.  Account 

type codes also can be used as selection criteria for some reports.  Below are the 

Sage 50 account types you can choose from: 

Accounts Payable:  Represents balances owed to vendors for goods, supplies, and 

services purchased on open account.  Accounts payable are used in accrual-based 

accounting, are generally due in 30 or 60 days, and do not bear interest.  Select this 

account type if you are setting up one Creditors accounts or credit card (purchase) 

accounts.  

Accounts Receivable:  Represents amounts owed by customers for items or services 

sold to them when cash is not received at the time of sale.  Typically, accounts 

receivable are recorded on sales invoices that include terms of payment.  Accounts 

receivable are used in accrual-based accounting. Select this account type if you are 

setting up accrued income that customers owe.  

Accumulated Depreciation: This is a contra asset account used to depreciable (fixed) 

assets such as Buildings, Machinery, and Equipment.  The depreciable basis (expense) 

is the difference between an asset’s cost and its estimated salvage value.  Recording 

depreciation is a way to indicate that assets have declined in service potential.  

Accumulated depreciation represents total depreciation taken to date on the assets.  

Select this account type if you are setting up depreciation accounts for known fixed 

assets.  

Cash: Represents deposits in banks available for current operations, plus cash on hand 

consisting of currency, un-deposited checks, drafts, and money orders.  Select this 

account type if you are setting up bank checking accounts, petty cash accounts, 

money market accounts, money market accounts, and certificates of deposits (CDs). 

Cost of Sales:  Represents the known cost to your business for items or services when 

sold to customers. Cost of sales (also known as cost of goods sold) for inventory items 

are computed based on the inventory costing method (FIFO, or Average Cost).  Select 

this account type if you are setting up cost-of-goods-sold accounts to be used when 

selling inventory items.  

Equity – Doesn’t Close: Represents equity that is carried forward from year to year 

(like common stock). Equity is the owner’s claim against the assets or the owner’s 

interest in the entity. These types of accounts are typically found in corporation-type 

businesses.  Select this account type if you are a corporation and want to record 

common stock or other equity intended as owner investment.  

Equity – Gets Closed: Represents equity that is zeroed out at the end of the fiscal 

year with the amounts moved to the retained earnings account. Equity, also known as 
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capital or net worth, is owners’ (partners’ or stockholders’) claims against assets they 

contributed to the business. Select this account type if your business is a 

proprietorship and you want to record dividends paid to partners or if you are a 

corporation and want to record dividends paid to stockholders.  

Equity – Retained Earning:  Represents the earned capital of the enterprise. Its 

balance is the cumulative, lifetime earnings of the company that have not been 

distributed to owners.  You can have only one retained earnings account in Sage 50.  

Expenses:  Represents the costs and liabilities incurred to produce revenues.  The 

assets surrendered or consumed when serving customers measure expenses.  If income 

exceeds expenses, net income results; if expenses exceed income, the business is 

said to be operating at a net loss.  Select this account type if you are setting up 

accounts such as operation expense, supplies expense, salary and wage expense, 

travel expense, or charity expense.  

Fixed Assets:  Represents property, plant, or equipment assets that are acquired for 

use in a business rather than for resale.  They are called fixed assets because they are 

to be used for long periods of time, select this account type if you are setting up any 

of the following fixed assets:  

Land:  Property, storage space, or parking lots. 

Buildings: Structures in which the business is carried out. 

Machinery: Heavy equipment used to carry out business operations; for example, you 

may want to set up any of the following: store equipment or fixtures, factory 

equipment or fixtures, office equipment or fixture (including autos, trucks and vans 

used primarily in make deliveries to customers). 

Income:  Income (also known as revenue) represents the inflow of assets resulting 

from the sale of products and services to customers.  If income exceeds expenses, net 

income results; if expenses exceed income, the business is said to be operating at a 

net loss.  Select this account type if you are setting up sales revenue accounts.  It is 

common practice to create different income accounts for each category of revenue 

that you want to trace (For example, retail income, service income interest income, 

and so on). 

Inventory:  Represents the quantity (value) of goods on hand and available for sale at 

any given time.  Inventory is considered to be an asset that is purchased, 

manufactured (or assembled), and sold to customers for revenue. Select this account 

type if you are setting up assets that are intended for resale.  It is common practice 

to create different accounts for each category of  inventory that you want to track 
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(for example, retail inventory, raw materials inventory, work in progress inventory 

finished goods inventory, and so on). 

Long Term Liabilities:  Represents those debts are not due for a relatively long 

period of time, usually more than one year.  Portions of long-term loans due and 

notes payable with maturity dates at least one year or more beyond the current 

balance sheet date are considered to be long-term liabilities.  Select this account 

type if you are setting up long-term liabilities (for example, long-term loans and non-

current notes payable). 

Other Assets:  Represents those assets that are considered nonworking capital and 

that are not due for a relatively long period of time, usually more than one year.  

Notes receivable with maturity dates at least one year or more beyond the current 

balance sheet date are considered to be ―current‖ assets.  Select this account type if 

you are setting up assets such as deposits, organization cost, amortization expenses, 

noncurrent notes receivable, and so on.  

Other Current Assets:  Represents those assets that are considered nonworking 

capital and are due within a short period of time, usually less than a year.  Prepaid 

expenses, employee advances, and notes receivable with maturity dates of less than 

one year of current balance sheet date are considered to be ―current‖ assets. Select 

this account type if you are setting up assets such as prepaid expenses, employee 

advances, and current notes receivable, and so on.  

Other Current Liabilities:  Represents those debts that are due within a short period 

of time usually less than a year.  The payment of these debts usually requires the use 

of current assets, select this account type if you are setting up accrued expenses from 

a vendor, extended lines of credit, short-term loans, sales tax payables, payroll tax 

payables, client accounts, suspense (clearing) accounts, and so on.  At the end of the 

fiscal year, the balance amounts on the income, cost of Sales, expenses, and equity 

gets closed account types become zero. The net difference is added to the retained 

earnings account. You can only create one account using the Equity Retained Earnings 

account type. 

 

CHART OF ACCOUNTS 

TIPS/PROCEDURES: 

Option 1: Set Up a New Chart of Accounts  

 Click on "MAINTAIN MENU" 
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 Click on Chart of Accounts  

 

 
 

A dialog box will appear: 

 Type Account ID Number 

 Type the Accounts description 

 Select account type e.g. Cash, Income, and Expenses etc. 

 Click Save 

 

Option 2:    Modify Existing Chart of Accounts. 

 Click on "MAINTAIN MENU" 
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 Click on Chart of Accounts 

 

 
 

A dialog box will appear: 

 Click on Account ID and Select the accounts chart to be modified 

 Type a new ID Number and description as necessary.  

 Click on Save option. 

 

Option 3: Delete Chart of Accounts 

 Click on "MAINTAIN MENU"  



REFRESHER COURSE MANUAL 

 

ASSOCIATION OF CHARTERED CERTIFIED SYSTEM ACCOUNTANTS, USA  Page | 12  

 
 

 Click on Chart of Accounts 

 

A dialog box will appear: 

 
 

 Click on Account ID and select the account chart to be deleted. 

 Click on Delete option, a dialog box appears asking you "Are you sure you want 

to delete this record?” 

 Click Yes. 

 

Entering of Accounts Beginning Balances or Prior Period Adjustments 

Sage 50 also allows you to adjust account balances. If you are just starting out with 

your company and have not posted any transactions, Sage 50 assumes that you are 

entering beginning balances for your accounts. If you have posted transactions, Sage 

50 assumes that you are entering adjustments to your accounts for a period in a prior 

year. When you save a prior-period entry, the system creates a journal entry in the 

General Ledger. You can do this through chart of accounts, select the beginning 

balance, specify date/period the balances represent, enter the figures and click save. 

 

Maintain Budgets 

The Maintain Budgets window lets you assign amounts to each income and expense 

account for each fiscal period for the current year and the two fiscal years following. 
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Also for each account, you can enter revised amounts to reflect the actual amounts 

allocated to the account for each fiscal period of the current year. This will help you 

appraise your projections by seeing how closely budget amounts compare to actual 

amounts allocated. If you plan on having different amounts for each period, you can 

enter each amount individually in the boxes next to the accounting periods. The box 

at the bottom shows the accumulation of the amounts you entered for the accounting 

periods. You can enter your budget through the chart of accounts under maintain 

menu. 

WORKING WITH BUDGET/FORECAST 

TIPS/PROCEDURES: 

 Click on Maintain menu 

 
 

 Select Budgets 
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 Input Budget Name & Description and Budget Type 

 Input figures for each month 

 Click save 

3. SETTING UP CUSTOMERS/DEBTORS ACCOUNTS 

You can view or enter basic information about your business clients in the Maintain 

Customers/Prospects window. You can customize terms information, set up other 

invoice defaults, and enter billing and shipping information, contacts, and so forth. 

To open the Maintain Customers/Prospects window, do the following: 

Customer information is divided into seven areas:  

i. Header fields 

ii. General tab 

iii. Sales Defaults tab 

iv. Terms and Credit tab 

v. Payment Defaults tab 

vi. Custom Fields tab, and 

vii. History tab 

Header Information 

Use the General tab to enter general customer information, such as billing, shipping, 

and e-mail addresses. 

Use the Sales Defaults tab to enter customer sales information, such as sales account 

number, sales rep, and terms. 

Use the Payments Defaults tab to enter default credit card, payment type, and 

general ledger I    cash account information. 

Use the Header fields above the tabs to set up customer ID, customer name, and 

determine whether the customer is a prospect or an actual customer with recorded 

sales. 

Use the History tab to enter historical information, such as the customer-since date 

and invoice and payment dates and amounts. 

Use the Custom Fields tab to customize customer information with five fields, which 

you can add to customized reports. 

Use the Terms and Credit tab to enter payment terms, credit limit, and credit 

status. 

In the header fields, you can enter a new customer ID and name. You can also choose 

whether to make the customer record inactive or not.  
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Customer ID: Enter a new ID of up to 20 alphanumeric characters, or select an 

existing customer ID from the list. This field is case sensitive. Sage 50 sees AAA00l and 

aaa00l as different IDs. To view or modify a current customer record, you can use the 

Lookup button to select the customer from a list or type a question mark to view the 

list. 

 

Prospect: Select if this record is a potential customer. Prospects do not appear on the 

Aged Receivables or Customer Ledger reports. You can also select just prospects when 

printing customer lists and mailing labels. A prospective customer becomes a regular 

customer when this check box is cleared or when an invoice or receipt is entered for 

the prospect.  

Inactive: Select this check box to mark the customer record as inactive and eligible 

for purging. If you try to enter a transaction with this customer, you will be warned of 

the inactive status. 

General includes the customer's billing and shipping addresses, sales tax information, 

customer type, telephone and fax numbers, e-mail address, and Web site address. 

Customer Type: Allows you classify your customer records as best suits your business. 

This is useful because it is a filter option for many sales reports. When printing these 

reports, you can select a range of types, which is a way of limiting the customers 

included.  

Billing and Shipping Addresses: Specifies various locations for your customer. You 

can enter total of 10 addresses – one 

Billing address and nine Shipping addresses for the customer: The billing name and 

address are used as the default when entering a sales transaction. They also print on 

the invoice and are used for customer mailing labels. All shipping addresses have a 

field for the Ship Name since it may be different. To enter different addresses, open 

the address drop-down list, and choose which address to enter. 

Sales Tax: Identifies the sales code default used for the selected billing or shipping 

address. You can select a different sales tax code for each of the 10 customer 

addresses. 

Web Site: Identifies the customer's primary e-mail address and Web site address. 

Click the buttons to the right of these fields to quickly create an e-mail message or 

open your Web browser and access their Web site. 
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Do not select the Beginning Balances button until you have entered the rest of the 

customer in formation and are ready to save the customer record. 

If you select an existing customer record in the Customer ID field, the Current 

Balance button will appear below the Beginning Balances button. Click the Current 

Balance button to see customer sales and receipts from the start of the current 

accounting period to the current (system) date. 

Sales Defaults Specifies the default sales (income) general ledger account to credit 

when a sale is recorded with this customer and the default sales representative 

associated with this customer. Sales reps are added in Maintain Employees/Sales 

Reps. You can track sales to an individual sales representative by entering his or her 

sales rep ID on the invoice. Then you can print the Sales Rep report to see a 

breakdown of sales for each representative 

Resale #, Open PO #, and Ship Via: In addition, you can also enter the customer's 

reseller tax ID number, the customer's open purchase order (PO) number, and a 

preferred shipping method. When you enter an address, open this drop-down list to 

select whether it is the billing address or one of the nine shipping addresses. Click 

either of these buttons to quickly create an e-mail message or visit a Web site based 

on the addresses entered. 

Sales Rep and Form Delivery Options: 

On the Sales Defaults tab, you also set up a sales rep, an employee in your 

organization who will act as chief of sales for the chosen customer. Besides this, you 

set form-delivery options for the customer. These options let you choose either paper 

or e-mail as the default method of form delivery to the customer whenever you print 

a batch of forms. However, even if you choose e-mail as a customer's default delivery 

method, Peachtree still gives you the option of providing paper copies for the 

customer whenever you e-mail or print forms in batch 

Terms and Credit Includes payment terms, credit limit amount, and credit status. 

•Use Standard Terms and Credit: To set up special terms for the customer, clear the 

Use Standard Terms check box, and then enter the new terms. Otherwise, this 

customer will use the same terms you set up on the Terms and Credit tab of the 

Customer Defaults window. 

Charge Finance Charges: Select this check box if you want to charge the customer 

finance charges set up in Customer Defaults. 

C.O.D. or Prepaid: You can specify a customer as Cash on Delivery or Prepaid by 

selecting the appropriate option. 
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Due in Number of Days, Due on day of next month, or Due at end of month: Select 

one of these options to set when payment is due. 

Net due in ____ days: Depending on the Due options you selected above, enter the 

days or date of when the payment is due. 

Discount in ____ days: Enter the number of days past the invoice date in which the 

customer must pay to qualify for a discount. 

Credit Limit: Enter the amount of credit you allow this customer.  

Credit Status: Enter a credit status for this customer. The default is Notify over Limit. 

For more detail on credit-status options see Enter Customer Defaults, 

Payment Defaults: Includes the customer's address, credit card number, expiration 

date, and Receipt window settings. 

Cardholder’s Name: Choose the credit card you want to use as this customer's 

default, and enter the name as it appears on the credit card in the Cardholder's Name 

field.  

Address: Enter the customer's billing address. As the default, the address fields 

(address fines 1 and 2, city, state, ZIP Code, and country) will initially display the 

information you entered as the Bill to Address on the General tab. 

Credit Card Number: Allows you to enter a default credit card number to use for this 

customer. You can enter dashes, spaces, or slashes as separators. The credit card 

number in the Payment Defaults tab will be displayed unencrypted. Therefore, you 

may want to control user access to the Payment Defaults tab. You can give users No 

Access or Full access to the Customer Payment Defaults program area.  

For more information about Expiration Date: Enter the expiration date listed on the 

front of the customer's credit card. 

Enter the expiration date using the month/year (MM/YY) format. Expiration years (YY) 

appear as two digits (for example, 03 represents 2003). If a card expiration date is 

5/31/03, enter05/03 Note: You can set up an alert to notify you when a customer's 

"default credit card is about to expire. 

Receipt Settings: In the Receipt Settings area of the Payment Defaults tab, you can 

specify the default payment settings for the selected customer. 

By default, the Payment Method and Cash Account fields in the Receipts and Receive 

Payment windows will populate with the information used in the last saved receipt. 



REFRESHER COURSE MANUAL 

 

ASSOCIATION OF CHARTERED CERTIFIED SYSTEM ACCOUNTANTS, USA  Page | 18  

Custom Fields Allows you to customize customer information with five fields. You can 

add these fields to your customized reports. These fields are set up in the Customer 

Defaults window. For example, if you have set up a Second Contact field in Customer 

Defaults, here on the Custom Fields tab you would enter the actual name of the 

additional contact for the customer. 

History Shows information about the selected customer record, including the 

customer-since date and invoice and payment dates and amounts. When entering a 

new customer record, you may edit the information on this tab. Once you save the 

customer record, however, you can no longer edit the history data. 

SET UP CUSTOMERS/DEBTORS ACCOUNTS 

TIPS/PROCEDURES: 

 Click on MAINTAIN MENU 

 
 Click on Customer/Prospectus  
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 Type customer ID No e.g. CCA/001  

 Type customer names 

 Type contact person  

 

 
 

 Complete the customer addresses  

 Click on Sales Info, Select GL sales account code.  

 Select the pricing level e.g. Price level 1, Price level 2 etc. 

 Click on term and set up the term of payment e.g. use standard terms, COD, 

Prepaid, etc. and set the customer credit limit. Click OK. 

 Click Save. 

Enter Customer Beginning Balances 

Customer beginning balances are essentially unpaid sales invoices you have issued to 

customers prior to the first transaction dale in Sage 50. Let's say that your first fiscal 

year with Sage 50 begins Jan 1. In this case, you can enter beginning balance invoices 

with dates Dec 1 or earlier. Beginning balance invoices are not posted to the general 

ledger. It is assumed that all unpaid sales invoices prior to starting Sage 50 are 

entered as a single beginning balance amount for your accounts receivable account in 

Maintain Chart of Accounts. 

To enter beginning balance invoices for customers, do the following: 

 From the Maintain menu, select Customers/Prospects. 

 In the maintain customers/prospects window, enter or select the customer ID 

that you want to enter a beginning balance, then click the Beginning Balances 

button on the General tab.  
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There are two tabs in the Customer Beginning Balances window: Invoices for and 

Customer Balances. Invoices for Lists each outstanding customer invoice dated prior 

to when you started using Sage 50. You can adjust these transactions until you apply a 

receipt to them. When a receipt is applied to a beginning balance invoice, the invoice 

line appears on a grey background. To modify a paid invoice, you must delete the 

receipt (in Peachtree's Receipts window). 

4. SETTING UP SUPPLIERS / CREDITORS ACCOUNTS 

The Maintain Vendors window stores information about the companies and people 

from whom you purchase goods and services. It is also where you set up government 

agencies to whom you pay taxes, or bank institutions if you pay your taxes to banks. 

 

SET UP SUPPLIERS/CREDITORS ACCOUNTS 

TIPS/PROCEDURES: 

 Click on MAINTAIN MENU 

 Click on Vendor 

 
 Type Vendor/Supplier ID 

 Type Vendor/Supplier names 

 Complete the supplier addresses and other personal profile details. 
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 Click on Purchase Info and select purchase account GL 

 Click on term and set up term of payment e.g. use standard terms, COD, 

Prepaid etc. and click OK. 

 Click Save 

 

Enter Vendor Beginning Balances: 

Vendor beginning balances are essentially unpaid purchase invoices (bills) you have 

received from vendors prior to the first transaction date in Sage 50. For example, let's 

say that your first fiscal year with Sage 50 begins Jan 1. In this case, you can enter 

beginning balance invoices with dates Dec 31 or earlier. Beginning balance invoices 

are not posted to the general ledger. It is assumed that all unpaid purchases prior to 

starting Sage 50 are entered as a single beginning balance amount for your accounts 

payable account in Maintain Chart of Accounts. 

 

To enter beginning balance invoices for vendors, do the following:  

 From the Maintain menu, select Vendors. In the Maintain Vendors window. 

 Enter or select the vendor ID that you want to enter a beginning balance for, 

and then click the Beginning Balances button on the General tab. 

 

There are two tabs in the Vendor Beginning Balances window: Purchases from and 

Vendor Balances. Purchases from Here, enter amounts for each outstanding vendor 

invoice dated prior to when you started using Sage 50. You can adjust these 

transactions until you apply a payment to them. 

 

If you have set up your company on an accrual basis, you must enter an accounts 

payable (A/P) general ledger account. If your company is set up on a cash basis, the 
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words <Cash Basis>will appear in the A/P Account field, and the field will not be 

available. The beginning balance amount should not include any transactions that you 

have already entered in task windows, such as the Purchases window. Be sure that the 

total amount of your vendor beginning balances is equal to the amount you entered as 

a beginning balance in your chart of accounts for your A/P account(s). This insures 

that your Aged Payables report will balance with your general ledger. 

 

5. SETTING UP EMPLOYEES PROFILE 

SET UP NEW EMPLOYEE PROFILE 

TIPS/PROCEDURES 

 

1. Design 

 Click Maintain Menu  

 
 Click Payroll 

 Select Payroll set up wizard for gross pay 

 
 Click Next 

 Select do it yourself 
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 Click Next 

 
 In Company Information, select a State 

 Click Next 

 Go to Pay Types 

 Go to Salary and type in basic, transport, utilities and other allowances. 

 Click Next, skip Benefits 

 Go to Taxes 

 Select Tax Liability a/c (payee) 

 Select Tax Expense a/c 

 Click Next 

 Click Finish 

Deductions 

 Click Maintain Menu 

 Go to Payroll 

 Go to Employee Default 

 Go to Employees Fields 

 Type in payee in field name 

 Don’t calculate (no need to use formulae) 

 Type in various deductions e.g. Loan, Pension. 

 For company field, type in the field name what the company is contributing. 

2. Data Entries for Employees 

Gross Pay 

 Go to maintain 

 Click on employees/Sales Reps 

 Insert employees ID, Name etc. 

 Go to pay information 

 Select Salary 

 Insert the Basic salary and other allowances 
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Deductions 

 Go to employee fields 

 Disable the use defaults 

 Type the deductions and with a minus(-) for deductions 

 Save 

3. Processing 

 Click on task 

 Click on payroll entry 

 Click on ok, and ok 

 Select employee ID 

 Click save 

 Go to next employee 

4. Reports 

 Go to reports  

 Go to payroll register 

 

6. SETTING UP INVENTORY/STOCK ITEMS 

Inventory Overview: 

Sage 50 tracks the inventory items you buy and sell, and automatically updates the 

quantities after each posted transaction. It also allows you to store items you do not 

stock, but that you enter on invoices. This makes entering invoices faster for you. 

Tracking inventory in Sage 50 is basically a three-step process; 

 Enter the item information, including sales, inventory, and cost of sales 

accounts. 

 Use item codes when entering purchases and sales. Sage 50 computes and 

tracks costs and quantities on a daily basis, based on transaction date. 

 Enter inventory adjustments if necessary 

Sage 50 does the rest, adjusting inventory levels each time you post a purchase or a 

sale of an inventory item. In addition, Sage 50 can track the cost of each item on a 

daily basis, based on the transaction date. 

Advantages of Using Inventory 

In addition to tracking costs and quantities, using inventory makes entering 

transactions easier. Through Maintain Inventory Items, you set up the goods and/or 

services you sell. You can set a unit price and the account to be adjusted by the sale 

of this commodity. Then, when you enter the sale, you need only select an inventory 
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item, enter a quantity ordered, and Sage 50 computes the total. The inventory item 

description and any detailed description print on the invoice. 

 

SET UP INVENTORY/STOCK ITEMS 

TIPS/PROCEDURES 

 

 Click on MAINTAIN MENU 

 
 

 Click on Inventory Items 

 Type the Inventory ID 

 
 Type the Description 

 Select Item Class e.g. Stock item, Non Stock Item, etc. 

 Click on Price Level button and type the product/stock/inventory sales price. 

 Select Item Tax Type e.g. regular, exempted etc. 

 Type last unit cost. 

 Select Cost Method e.g. FIFO, LIFO etc. 
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 Select Sales Account GL in the inventory/stock 

 Select GL Inventory on the inventory  

 Select UPC/SKU 

 Type item/product type e.g. household, industrial etc. 

 Type the inventory location or store. 

 Type cost of unit 

 Type the minimum stock/re-order quantity. 

 Click Save 

Inventory Beginning Balances 

You can enter a single quantity and unit cost for each inventory item. You can modify 

the beginning balance whenever you like, until you close the fiscal year. Once you 

close the fiscal year, you can no longer change beginning balances for any item that 

was used in any transaction in the closed year. You could, however, do an inventory 

adjustment on the first day of period one. The total amount of your inventory 

beginning balances entered here should be the same amount you entered in your 

Chart of Accounts beginning balance for Inventory. If you don't do this, your general 

ledger and financial reports will not match your inventory reports. 

Adjust Inventory 

Occasionally, you may need to record adjustments to on-hand quantities of inventory 

items. The Inventory Adjustment task makes it easy to make these adjustments, and 

to track them. There are two types of inventory adjustments: increase in quality and 

decrease in quantity. For an Adjustment up, enter a positive quantity, you can also 

enter a unit cost. This will increase your quantity on hand and total inventory value 

much as a purchase would. You might use an adjustment up if you previously 

miscounted your inventory and now have more units on hand than you thought you 

had. For an adjustment down, enter a negative quantity: a unit cost.  

Sage 50 will figure out the cost value that these units are being removed at, much like 

a sale. An inventory adjustment down will decrease the quantity on hand as well as 

the total value. You might use an adjustment down if something was stolen, for 

breakage, or if inventory was previously miscounted. When you make an adjustment, 

the cost of goods sold, inventory total value, and inventory general ledger accounts 

are all updated. 

This can only be an item classified as a stock item or assembly item. The Name field is 

automatically filled in with the name that was entered for the selected item in the 

Maintain Inventory Items window. 

7. SETTING UP SALES TAX / VAT 
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Set Up Sales Taxes 

Sales taxes are set up in two areas: 

Sales Tax Codes: The overall rate applied to taxable items on customer invoices, 

which is composed of rates entered as sales tax authorities. 

Sales Tax Authorities: The governments or other taxing agencies and their tax rates 

that are used to assemble the sales tax codes. You can enter a default sales tax code 

when you set up a customer record. The total rate for a sales tax code is used when 

entering a sale to a customer based on the ship-to address. When you enter an invoice 

to a customer, the sales tax code is used to calculate sales tax. Each sales tax code is 

composed of one or more sales tax authorities. 

Enter Sales Tax Authorities: Sales tax authorities are components of sales tax codes, 

which calculate taxes on sales to customers. You must first enter a vendor (usually a 

government or government agency). Then you assign this vendor and a sales tax-

payable general ledger account to the sales tax authority. 

 

* Add the agency to whom you pay taxes as a vendor. This is the agency where you 

send sales tax checks.  

* From the Maintain menu, select Sales Taxes, then select Sales Tax Authorities.  

 

Fields in the Maintain Sales Tax Authorities window include: 

* ID and Description: Identifies the sales tax authority record. (To edit an existing 

authority, select it from the lookup list.}. For reference, you might also include 

information such as which column this tax occupies on the state or local tax form. 

* Tax Payable To: Identifies the vendor who is the taxing authority governing this tax 

(for example, the state department of revenue).This is the vendor you selected in 

step  

* Sales Tax Payable G/L Account: Indicates which liability account to update when 

sales transactions are recorded. Typically this is a sales tax payable account. 

* Tax Calculation: Identifies the sales tax as based either on a single tax rate or a 

formula. If your state charges at a single tax rate, select 

* Single Tax Rate, and then enter the rate as a percentage. For example, to enter 1 

percent, type 1.00, if your state has a two-tier tax or imposes a dollar limit on taxed 

sales, select Formula, and then set up the appropriate tax calculation formula to 

meet your state's tax regulations. 

Enter Sales Tax Codes Sales tax codes are made up of one or more sales tax 

authorities.  
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* From the Maintain menu, select Sales Taxes; then select Sales Tax Codes. 

Enter each sales tax authority that should be included when computing the rate for a 

sales tax code. For example, if you are entering the sales tax code for a county, you 

may need to enter the state authority, the county authority, and some local public 

transportation authority.  

Fields in the Maintain Sales Tax Codes window include: 

* ID and Description: Identifies the sales tax code that is listed in sales transaction 

windows such as Quotes and Sales/Invoicing. Descriptions could be a region where the 

sales tax combination applies. 

* Tax Freight: Indicates whether or not freight charges included on sales invoices 

should be considered in sales tax calculations. 

 

SET UP SALES TAX/VAT 

TIPS/PROCEDURES 

STEP 1: 

 Set up Federal Board of Internal Revenue as a Supplier/Creditor as contained in 

set up procedures for suppliers/creditors accounts. 

STEP 2: 

 Click on MAINTAIN MENU  

 
 Select tax authority. Type TAX ID number/Description. E.g. VAT 
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 Select payable to (FIBR)  

 Select Tax payable Account code 

 Type the VAT rate e.g. 5%  

 Click save 

STEP 3: 

Then click on Maintain 

 Select sales tax 

 Click on Tax code 

 Type the tax code & Description 

 Click of button & bring out VAT 

 Click Save 

8. SETTING UP JOB/PROJECT ACCOUNTS 

WORKING WITH PROJECT/JOB TRACKING 

TIPS/PROCEDURES 

 

 Click on Maintain Menu 

 
 

 Click on Job Costs 
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 Select Jobs 

 Input the necessary details  

 Click Save 

 

TASKS MENU 

Accounts Receivable 

Sage 50 organizes and monitors the money that comes into your business from your 

customers. The money that you receive from customers is tracked in accounts 

receivable (also known as sales). In accounts receivable, you can enter and save 

customer information, set payment terms, set finance charges, enter sales tax 

information, and determine your aging categories. Sage 50 provides you with the 

ability to print customer quotes, sales orders, invoices, statements, credit memos, 

and collection letters. Using Sage 50, you can also produce a variety of accounts 

receivable reports. Accounts receivable provides four different flexible tasks. All of 

the tasks work together. You can use the tasks that best suit your business. These 

tasks include: 

 

* Quotes: Allows you to send a customer a quote that includes the price of items you 

sell, services you provide, freight charges, sales taxes, and so on. Once your customer 

accepts the quote, you can convert it to a sales order or sales invoice. 

* Sales Orders: Allows you to track customer backorders for items you do not have in 

stock and invoice for items you do have in stock. You can invoice a customer multiple 

times from one sales order. You can view reports on items you have backordered for a 

customer.* Sales/Invoicing: Allows you to enter and print invoices for your customers 

and ship and prepare invoices for items entered on sales orders. Even if you are a 

cash-basis company, you can use invoicing to track your sales and gain a better 
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picture of your outstanding balances, although the amounts entered in this task do 

not affect your general ledger. 

* Receipts: The central accounts receivable tasks, where you enter the money you 

receive from your customers. If you invoice customers, you can apply customer 

receipts directly to particular invoices. If you generally make cash sales, you can also 

enter these directly into the Receipts task.  

Tasks Menu – other uses 

This section shows you how to perform the following tasks:  

 Making entries to the General Journal 

 Using the Account Register 

 Posting and un-posting transactions 

 Changing the accounting period 

 Reconciling your account 

HOW TO RAISE QUOTATION/SALES ORDER 

Entering Quotes 

Quotes are estimates for goods and services that you provide to your customers or 

potential customers (prospects). When you enter a quote for a customer, you are not 

updating any accounting information or inventory levels. Sage 50 calculates what the 

total cost of a sale will be for customer, including sales tax and freight. You can then 

print the quote for the customer. When your customer agrees to the sale, quotes can 

easily be converted to sales order or sales invoices. 

Entering Sales Orders 

A sales order is a document containing a list of items or services your customers want 

to buy from you. You might think of it as representing intent to sell. When you post a 

sales order, none of the accounting information is updated, since you have not 

actually shipped the items on the sales order. 

QUOTES/SALES ORDERS 

TIPS/PROCEDURES 

 Click on Task 
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 Click on Quote/Sales under button 

 Click Customer ID number to activate the customer’s name 

 Select the various items required 

 Types the Quote numbers/Reference/Date 

 Click Print or Save. 

HOW TO USE SALES/INVOICING OPTION 

Invoicing Your Customers 

Sales invoices are documents that list goods and services that your customers receive 

from your business. Customer invoices are entered or maintained in the 

Sales/Invoicing window. The Sales / Invoicing Window has two (2) tabs allowing you to 

ship items on a previously entered sales order or add new items you sold to a 

customer not included on a quote or sales order. 

Apply to Sales Order: When you select a customer who has open sales orders, the 

Apply to Sales Order tab appears, allowing you to select which sales order to ship 

(invoice) items from – Apply to Sales: If you select a customer with no open sales 

order, this tab appears by default, so you can record a customer invoice. In addition, 

when you ship items from a sales order (on the Apply to  

Sales Order tab), you can also select this tab to enter additional items that are not 

on the sales order but which are in the same shipment. When you invoice your 

customers, entries are made to the Sales Journal. Likewise, when you receive 

payment from your customers, entries are made to the Cash Receipts Journal. Unlike 

quotes and sales orders, sales invoice transactions are posted to the general ledger. 

You can track unpaid invoices in the Aged Receivables report. There are several 

methods by which to build sales invoices. You can build an invoice from scratch or use 

other information that is already entered. 
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SALES / INVOICING OPTION 

TIPS/PROCEDURES 

 

 Click on Task 

 
 Click on Sales/Invoicing 

 Click on Customer ID number to activate the customer names & particulars 

 Select the various item/stock/products needed e.g. Quantity etc. 

 Type the invoice reference numbers 

 Change the date as may be appropriate 

 Select taxable option if VAT charges is needed/required 

 Click on Save. 

 

HOW TO USE RECEIPT TO RECORD INCOME/REVENUE 

Collecting Receipts from Customers 

When a customer pays your company for goods and services sold to them, you must 

record the receipt. Most receipts are applied to sales invoices. However, you can also 

enter cash sales (transactions in which no invoice is entered or required), 

prepayments, and customer refunds, Sage 50 permits you to receive multiple methods 

of payment such as cash, check, and credit card. After recording receipts, you can 

combine them into one or more daily deposits, which are posted to your business bank 

accounts. Combined deposits are easily reconciled with your bank statements in Sage 

50’s Account Reconciliation Window. When you enter a receipt in Peachtree, the 

transaction is posted to the Cash Receipts Journal, and the general ledger is updated. 

If you are applying a receipt to a sales invoice, the invoice payment status is also 

updated accordingly. Unpaid invoices are tracked in the Aged Receivable report and 

Collection Manager. If customers have not paid sales invoices in a timely manner, you 

can apply finance charges to their open accounts. You can even print collection 

letters in Sage 50. Unpaid invoice amounts, receipts, finance charges, and credit 

memos appear in customer statements that you print each accounting period. 
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OPTION 1: Payment from Debtors / Existing Customers 

TIPS/PROCEDURES 

 Click on Task Menu  

 
 Click on Receive Money 

 Select the Customer ID number  

 Select the date  

 Type the amount paid  

 Type Receipt/Reference numbers 

 Select method of payment: Cash, Check etc. 

 Select where the amount collected will be lodge e.g. cash at hand, bank etc. 

 Click on Save. 

OPTION 2: Dealing With Walk-In-Buyer Sales/Direct Sales/Others Income 

TIPS / PROCEDURES 

 Click on Task Menu 

 
 Click on Receive Money 

 Type the name of the customer or source of income  
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 Change the Date 

 Type the Reference/Receipt numbers 

 Select the item/product/Quantity or amount paid 

 Click on journal at toolbar to select necessary account codes if necessary 

 Select the payment method e.g. Cash or Check 

 Select account designation e.g. Cash at hand, Bank 

 Click on Save. 

ACCOUNTS PAYABLE 

Peachtree organizes and monitors accounts payable, the money you pay to suppliers 

or vendors. You can set up vendors, payment terms, aging guidelines, and more. 

Creating a list of these items makes entering purchases and payments simple and fast. 

The main tasks in accounts payable are: 

 Purchase Orders: When you need to make a purchase, you can create a 

purchase order. Once you enter the vendor’s ID, Sage 50 automatically fills in 

the vendor name and address, your standard payment terms, and even the 

usual general ledger purchase account. You can edit this information, but in 

most cases you won’t need to. 

 Purchases/Receive Inventory: Once the items you have ordered arrive, you 

receive the items on the purchase order. Sage 50 allows you to receive partial 

amounts of an item, or amounts greater than what you originally ordered. You 

can also enter new items that may not have been on the original purchase 

order. If you are not using purchase orders, you can enter a traditional 

purchase invoice. 

 Payments: Paying for purchases is easy. When you select the vendor ID in the 

Payments window, a list of open invoices for that vendor appears. Select the 

Pay box next to the invoices you want to pay. You can print a check then, or 

print a batch of checks when it’s more convenient. Also, you can pay a group 

of vendors at once, using the Select for Payment task. 

 

HOW TO USE PURCHASE ORDER OPTION 

Entering Purchase Orders 

A purchase order is a document containing a list of items or services you want to buy 

from a vendor. You might think of it as representing intent to purchase. When you 

post a purchase order, none of the accounting information is updated, since you have 

not actually received the items on the purchase order. Once items begin arriving, you 

use the Purchases / Receive Inventory Task to receive items on the purchase order. 

You can receive partial shipments on a purchase order, and you can over-receive 

items on a purchase order as well. This allows you to update your inventory and 
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accounts payable information as the shipments actually arrive. Peachtree closes 

purchase orders automatically when all items have been received, or you can close a 

purchase order before all items are received. You can also keep a purchase order 

open when all items have been received. 

PURCHASE ORDER OPTION 

TIPS / PROCEDURES 

 

 Click on Task menu 

 
 Click on Purchase Orders 

 Select the Vendor ID 

 Type purchase order numbers (PO) 

 Select the date 

 Select the Quantity/Items/Order 

 Click on Save. 

 

HOW TO WORK WITH PURCHASE/RECEIVE INVENTORY OPTION 

Receive Inventory from a Purchase Order 

After you have entered a purchase order for your vendor, the next step is to receive 

the inventory for that purchase order as it arrives. Sage 50 allows you to receive a 

different quantity for an item than you originally ordered; that is, you can receive 

less or more than the originally ordered quantity. You can also receive items into your 

inventory, even if you have not yet received the invoice from your vendor. 

Receiving items on the purchase order creates an open vendor invoice in the system, 

updating your inventory and accounts payable information. You can have multiple 

invoices based on the same purchase order; however, you cannot receive items from 

more than one purchase order on the same invoice.     
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WORK WITH PURCHASE / RECEIVE INVENTORY OPTION 

TIPS/PROCEDURES 

 Click on Tasks menu 

 
 Select the Vendor/Supplier ID No. 

 Type the invoice numbers  

 Select the date 

 Type the Quantity/Items received 

 Click on Save. 

Record a Cash Purchase 

In Sage 50, cash purchases are disbursements that don’t require entry of a vendor 

invoice as a purchase. There are two (2) basic types of cash purchases, which you can 

enter in the Payments Window: 

 You can enter a payment to a vendor not stored in Sage 50, by leaving the 

Vendor ID field blank. 

 You can enter a cash purchase from an existing vendor by selecting the Apply 

to Expenses tab. If you select the Apply to Expenses tab, the columns have 

different headings, similar to the Purchases window. You can use these fields 

to enter a cash purchase, one where you do not have a vendor invoice. 

 

Enter Unit Price: Enter the unit price for this item if you like, or you can have it 

calculated if you enter an amount and the quantity. If you have previously purchased 

this item, the last unit cost you paid will display.  

Enter a Job ID: Enter a job ID if you would like to apply this line item to a specific 

job.    
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HOW TO WORK WITH PAYMENT OPTION 

Option 1: PAYMENT/SETTLEMENT OF CREDITOR/ACCOUNTS PAYABLE 

TIPS/PROCEDURES 

 

 Click on Task menu 

 
 Click on Payment 

 Select the Vendor name 

 Select the Date 

 Select the method of payment e.g. cash/bank 

 Type the amount to be paid 

 Click Save 

Enter Vendor Credit Memos 

Use the Vendor Credit Memo window to enter credit memos for returns to and credits 

from a vendor. You can apply credit memos either to an existing vendor invoice or to 

a direct sale without an invoice. 

 From the Tasks menu, select Vendor Credit Memos. 

PAYMENT OF EXPENSES/VOUCHERS POSTING 

Generally, you will use the payments window whenever you want to pay specific 

invoices to make prepayments. 

Expenses: Payments can work hand in hand with vendor invoices. Once you have 

entered the vendor invoice in purchases window and posted the invoice, you can 

select the invoice from the Vendor’s transaction list in the Payments window and post 

or print. Sage 50 then: 

Debits accounts payable for total amount (if you are on accrual method), credits the 

cash account for the net check amount. 

Credits the Discount taken account (if applicable) These G/L link accounts and 

discount terms are set up in either Maintain Vendors or in Vendor Defaults, both 

accessed through the maintain menu. Where possible, you should take advantage of 

the purchases and payments tasks. Using these tasks not only makes your job easier 

by disbursing amounts and tracking discount eligibility automatically, it also provides 
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a more detailed and complete transaction history and picture of your financial 

position. 

TIPS/PROCEDURES 

 Click on Tasks menu 

 
 

 Click on Payment 

 Type the payee name (Receiver) 

 Type the payment purpose in Description & amount 

 Click on GL Account to select the related account code e.g. Transport, printing 

& stationary etc. 

 Select the payment mode e.g. Cash/Bank name 

 Click save 

WORKING WITH GENERAL JOURNAL ENTRY 

Making Entries to the General journal 

The General Journal is unique – it’s the only journal in which you provide all the 

accounting distributions. In all the other journals, Sage 50 automatically distributes 

certain amounts based on defaults you establish. But her, in the General Journal, you 

enter both debits and credits to balance the transaction. 

In the General Journal, you can: 

 Enter a transaction that doesn’t fit into the other journals – for example, 

depreciation 

 Reverse a transaction 

 Set up a recurring transaction 

You can view the running total of your entries in your Out of Balance field. When the 

out of Balance total is zero, the distribution is correct, and you can save and/or post 

this journal entry. 

Remember, in the general journal Entry window you are responsible for balancing this 

journal entry – making sure debits equal credits. You can check your progress in the 

Out-of-balance field. It reads Ǿ when the transaction has been entered properly. 
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ENTER A GENERAL JOURNAL TRANSACTION 

TIPS/PROCEDURES: 

 
 Click on General Journal entry 

 
 Select Date 

 Type Reference numbers 

 Select Account number to be Debited/Credited 

 Type Descriptions 

 Click Save 

USING THE ACCOUNT REGISTER 

The Account Register lets you enter a payment to a vendor or a receipt from a 

customer an easy-to-use, Checkbook-register window. 

The transactions that display here depends upon the cash account you select and on 

the date range or period you select. 

The register will use two lines for each entry or a single line depending on the option 

you choose in Global Options. 

Editing Transactions on the Account Register 

You can directly edit only those transactions that originated on the Account Register. 

An icon in the Edit column marks these transactions: You can drill down to most 
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transactions on the register that originated from other Task windows.  Some of the 

transactions you cannot drill down on are: 

 The reverse portion of a general journal entry 

 Beginning balances 

 Opening balance lines 

 Applied prepayments for receipts 

Financial Reports: 

 Click Reports and Forms from menu bar 

 
 Click on Financial Statements 

 
 

 The sub-window will appear 

 Double Click on the reports you want i.e. Balance Sheet, Cash Flow, Income 

Statement, etc. 
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 From time frame, choose the period you want your report to cover 

 Click ok from the down button 

Exporting Financial Reports to Microsoft Excel 

 From the option above. 

 
 Click on Excel from the task bar 
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 Tick create a new Microsoft excel workbook if you want it to open in a new 

worksheet 

 Tick on show header in excel worksheet, 

Then click OK. 
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EXERCISES 

Case 1 

Fact 

Chucking Enterprises started a business with $700,000 in Chase Bank and $1,000,000 

cash on 1st January. Below are his transactions during the year: 

a. Paid $20,000 cash for insurance 

b. The proprietor further introduced an additional $520,000 into the bank 

c. Bought motor vehicle $500,000 paying by Check 

d. He made a cash drawings of $120,000 

e. Cash purchases $410,000 

f. Sold goods on credit to Jackson worth $150,000 

g. Cash sales $800,000 

h. Goods worth $6000 were returned by a customer – Jackson 

i. Goods worth $42,000 were returned to the supplier 

j. Sold goods on credit to Kurtz worth $450,000 

k. Sales,  payment by Check $290,000 

l. Received loan of $500,000 from Chase bank for office use 

m. Purchase goods worth $50,000 on credit from Brooks 

 

Required: 

Use Sage 50 Accounting Solution to: 

i. Create the Enterprise 

ii. Create the Chart of Accounts 

iii. Post the transactions for the year using the General Journal Entry 

iv. Prepare the General Journal 

v. Prepare the General Ledger 

vi. Prepare the General Ledger Trial Balance 

vii. Prepare the Income Statement 

viii. Prepare the Balance Sheet 

ix. Prepare the Cash Flow Statement as at 2019.  

x. Export your reports to Excel. 

Note: You are to suggest and assign codes for each item accordingly. 
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Case 2 

Fact 

Ade enterprises Ledger balances were extracted on 31st December as follows: 

        $ 

Sundry debtors       9,000 

Cash at bank              13,000 

Capital               35,500 

Bad debts       3,000 

Sales                56,000 

Sundry creditors       7,000 

Carriage inwards      1,500 

Return inward                                      2,000     2,000 

Return outward      3,000 

Purchases               21,000 

Land and buildings              30,000 

Bank charges       5,000 

Rent and rates      4,000 

Commission received            10,000 

Rent received      7,000 

Stock as at 1st January 2019    3,000 

Drawings                 4,000 

Salaries and wages              11,000 

Furniture and fittings               12,000 

 

Additional Information 

a) Stock as at 31/12/14 was $2,500 

b) Provision for doubtful debts is to be adjusted to $3,500 

c) Provision for depreciation is to be made at the rate of 10% on furniture and 

fittings.  

d) Rent and rates for the year under review was $1,500, which was not paid 

e) Wages of for March 2019 totaling $4,000 were not paid. Provision should be made 

for this. 

Required: 

Use Sage 50 Accounting Solution to: 

i. Create the Enterprise 

ii. Create the Chart of Accounts 

iii. Prepare the General Ledger Trial Balance 

iv. Post the additional information using the General Journal Entry 

v. Prepare the final Accounts as at 2019.  

Note: You are to assign codes for each item accordingly. 
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Case 3 

Fact 

The accounts department of USAID has been using manual accounting system in 

preparing and presenting their financial statements for the past three years. 

However, effective from 2016, the agency has decided to install and apply 

PEACHTREE accounting in preparing and presenting financial reports. Below are the 

closing balances of the accounts of the agency as at 31st December, 2016.  

Code   Description       $ 

6001   Registration fees   500,000    

6002   Inspection fees   100,000    

6003   Annual returns   400,000 

6004   Interest income   300,000  

6005   Sundry receipts   700,000 

6006   Allocation from Govt.         5,200,000 

7001   Electricity Charges    350,000 

7002   Telephone Charges            600,000 

7003   Water rates    480,000 

7004   Printing    220,000 

7005   Maintenance    160,000 

7006   Salaries          1,000,000 

8001   Accumulated Fund         5,000,000 

9001   Chase Bank          6,465,000 (Dr) 

9002   Cash           1,200,000  

9003   Debtors             540,000 

5001   Creditors             160,000 

5002   Accruals               55,000 

4001   Motor Vehicles         1,500,000 

4002   Furniture          1,200,000   

4003   Fixtures             700,000 

3001   Loan                       2,000,000 

 

During the year 2016, the following transactions took place: 

        $ 

i. Registration fees received           6,000,000    

ii. Inspection fees received        900,000    

iii. Annual returns received     800,000 

iv. Allocation from Govt.                   10,700,000 

v. Water rates paid         360,000 
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vi. Telephone Charges paid          220,000 

vii. Maintenance paid         680,000 

viii. Salaries paid                             2,000,000 

ix. Motor Vehicles bought                  1,500,000 

 

Note: 

1. All transactions for 2016 were effected through Bank except the telephone 

charges. It was paid via cash. 

2. Codes 6001, 6002 etc. are used for revenue items; codes 7001etc are recurrent 

expenditure items. 

 

Required: 

Use PEACHTREE (Sage 50) to: 

i. Create the Agency. 

ii. Create Chart of Accounts. 

iii. Prepare opening General Ledger Trial Balance. 

iv. Post the transactions for 2019 using General Journal. 

v. Prepare the Income Statement. 

vi. Prepare the Cash-flow Statement. 

vii. Prepare the Balance Sheet.  

viii. Generate Financial Analysis Report. 

ix. Export your reports to Microsoft Excel. 
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Case 4 

SECTION A- Fundamental Testing  

 

ACTION 1: EXERCISE 

 

CASE STUDY: 

Dollar Tree Ltd is an indigenous company in Louisiana which specializes in sales of 

Outboard Engine, Generators and Caterpillar parts and Accessories. The business is 

Located at Baton Rouge- Louisiana. 

 

COMPANY PROFILE: 

Name:   Dollar Tree Ltd 

Address:                 6282, Renoir Avenue, 

Baton Rouge, 

Louisiana State –USA. 

Tel:                        225-771-3838 

E-mail                     dollartree@yahoo.com  

Website:                 www.dollartree.org 

Business Type:         Limited  

Accounting Period:   January-December 

Accounting Method:  Accrual 

Posting Method:        Real-Time 

 

ACTION 2: EXERCISE 

COMPANY CHART OF ACCOUNTS 

CODE DESCRIPTION    ACCOUNTS TYPE             

7001 Sales- Outboard Engine  Income  

7002 Sales- Lubricants   Income 

7003 Other Income   Income 

7004 Sales- Mobile Engine  Income 

7005 Sales- Spare-Parts   Income 

1001 Cash in Hand   Cash 

1003 GTB Bank – Main Accounts Cash 

1006 Chartered Bank   Cash 

2001 Salary & Wages   Expenses 

2002 Transport Expenses  Expenses 

2003 Office Expenses   Expenses 

2004 Repairs    Expenses  

2005 Advertisement   Expenses 
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4004 Student Debtor   Account Receivable 

4007 Prepayment   Other Current Assets 

3006 Inventory    Inventory 

5000 Cost of Servicing    Cost of Sales 

5001 Cost of Outboard Engine  Cost of Sales 

5012 Cost of Lubricants   Cost of Sales 

5014 Cost of mobile Engine  Cost of Sales 

5015 Cost of Spare-Parts  Cost of Sales 

6011 Furniture & Fittings   Fixed Assets 

8001 Ordinary Shares   Equity Closed 

8002 Revenue Capital   Equity Doesn’t Close 

8003 Loan     Long Term Liabilities 

8005 Accumulated Depreciation – Furniture  Accumulated Dep. 

8009 Creditor    Account Payable 

8010 FIBR – VAT    Other Current Liabilities 

8014 Accruals     Other Current Liabilities 

8015 Taxation    Other Current Liabilities 

8020 Profit or Loss    Retained Earnings 

 

       ACTION 3: EXERCISE: OPERATION BUDGET FOR 2 MONTHS 

    Month 1 

       $ 

Month 2 

     $  

7001 Sales-Outboard Engine 23,750,700 28,750,400 

7002 Sales- Lubricant 7,456,090 7,800,789 

7003 Other Income  753,900 870,450 

7004 Sales- Mobile Engine 856,000 978,050 

7005 Sales- Spare Parts 120,300 400,760 

5000 Cost of Servicing 231,500 345,760 

5001 Cost of Outboard Engine 12,890,700 18,750,400 

5012 Cost of Lubricants 4, 234,800 3,200,600 

5014 Cost of Mobile Engine 456,334 545,389 

5015 Cost of Spare-Parts 1,454,002 1,560,750 

2001 Salary & Wages  5,450,742 5, 467,300 

2002 Transport Expenses  657, 780 660,670 

2003 Office Expenses   123,760 156,900 
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ACTION 4: EXERCISE 

CUSTOMER/STUDENT INFORMATION 

 

 

ACTION 5: EXERCISE 

CREDITOR / SUPPLIER INFORMATION 

Account  

ID 

Customer’s 

Name 

Address Contact 

Person 

Expenses 

Account 

Term of      

Payment 

01. John Holt 3, Chicago Close 

Illinois Avenue, 

Tel: 896-655-4444 

The  

Sales 

Manager 

2001 30 Days Net 

02. Bretim 

Engineering  

Service Ltd 

43, Illinois Avenue, 

Broad St. 

Tel: 432-247-7789 

 

The MD 

2001  7 Days Net 

 

ACTION 6: EXERCISE 

INVENTORY ITEMS 

Items Unit Cost Price 

Level 1 

Price  

Level 2 

Sales 

GL 

Inventory 

GL 

Cost of 

Sales GL 

Outboard Engine 500,000 765,900 890,000 7002 3006 5000 

Lubricants 50,000 77,500 84,500 7002 3006 5000 

Mobile Engine 1000 1,050 1,245 7002 3006 5000 

Spare-Parts 800 1,200 1,350 7002 3006 5000 

 

 

ACTION 7: EXERCISE 

JOB/PROJECT ACCOUNTS INFORMATION 

1.    Project ID:   LASC/873/099 

2.    Description:   Supply of Outboard Engine for Dallas Ferry 

    Srvc. 

3.    Start Date:    1/1/2013 

4.    End Date:   28/3/2013 

ACCT ID Customer’s 

Name 

Address Contact 

Person 

GL Sales 

Account 

Term of      

Payment 

Price 

Level 

001. Adewale John 86, Clinton Close 

Texas 

Tel: 225- 774-7448 

The  

Procurement  

Manager 

7001  Due Net    

 100 Days 

1 

002. Kwahar Peter 645, Baton Rouge,  

Louisiana 

The  

Accountant 

7002 C.O.D 1 
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5.    Supervisor:   Dr Robert Victor 

6.    Customer:   Dallas State 

7.    Job Address:   234, Dallas Street- Dallas. 

8.    Job Type:   Ferry Service Consulting 

9.    PO Number:   DAS/FR/8363/09 

10.  Second Contact   Rosaline James 

11.  Site Address:   College Drive, Dallas 

12.  Site Phone:   225-456-7836 

13.  Estimated Expenses:  $20, 800,000 

14.  Estimated Revenue  $60, 600,500     

 

 

ACTION 8: EXERCISE 

VAT: 

Payable To:   Federal Board of Inland Revenue 

ID NO:    FIBR/5835/BU 

Tax Code:   VAT 001 

Tax Rate:   5% 

Payable GL:   8010 

 

ACTION 9: EXERCISE 

COMPANY INFORMATION:  

1.  Dollar Tree Ltd relocated to 7422, Airport Drive, Baton Rouge, Louisiana State- 

USA. 

2. The Company Tel: no is now 225-011-7656, Fax 225-565-2863 

 

Required: 

Use Sage 50 Accounting Software to: 

(i)  Set up the Company ―Dollar Tree Ltd‖ 

(ii) Create Chart of Accounts 

(iii) Prepare Budget 

(iv) Set up Customer / Client  

(v) Set up Creditor / Supplier 

(vii) Set up Employees Payroll and Salary System  

(vii) Set Inventory items 

(viii) Set up Job/Project Account 

(ix) Set up Tax Authorities/Tax Codes 

(x) Update the company information  

 

Note: Export all the solutions to the questions above to Microsoft Excel.  
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SECTION B – Application/User Versatility Testing 

 

ACTION 10: EXERCISE 

The following transactions were made as at date: 

 

QUOTE: 

The following quotations were issued by Dollar Tree Ltd to the following customers. 

a. Julius Berger Ltd 

 4 Outboard Engines 

 

b. Smart Poly Ltd 

 2 Mobile Engine  

 10 Lubricants  

Quote is Vatable 

 

ACTION 11: EXERCISE 

INVOICE / SALES 

The following invoice/sales were made 

1. Julius Berger    2.  Smart Poly Ltd 

12, Outboard Engine   2 Spare-parts 

20, Mobile Engine    10 Lubricants 

25, Lubricants   

 

ACTION 12: EXERCISE 

RECEIPTS 

The following incomes were received: 

S/N Customer Name Cash Account Amount Reference Receipt No. 

1. Julius Berger Plc. GTB-Main 

Account 

4,675,800    008883     96397 

A walk–in buyer purchased the following from Petro Company Ltd with following 

details: 

 

Customer 1: 

2 Mobile Engine  

1 Lubricant 

Cash Account – Cash in Hand Receipt No: 96363 Reference: CS083 
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Customer 2: 

1 Outboard Engine 

Cash Account – chartered Bank Receipt No: 63737 Reference: CS084 

 

ACTION 13: EXERCISE 

PURCHASE ORDER 

The following purchase orders were made: 

1. John Holt Plc. 

50 Mobile Engine 

40 Spare parts 

 

2. Bretim Engineering Services Ltd 

40 Lubricants 

  

ACTION 14: EXERCISE 

PURCHASE / RECEIVE INVENTORY 

All the purchase order made were promptly supplied and received by Dollar Tree Ltd.  

In addition to the above order received, Dollar Tree Ltd also made the following cash 

purchases. 

5 Lubricants Oil @ $520 

Cash Account – GTB (Main Account) Check No/Reference: 88333939 

Supplier: John Holt 

 

ACTION 15: EXERCISE 

PAYMENTS 

The following payments were made, effect the transaction accordingly.  

S/N Supplier Name/Description  Cash Account Amount Check No: Memo/PV 

No. 

1. Transport to Atlanta Marketing 

Dr. Wanton Paul  

Cash in Hand 76,450 45667 4563 

2. John Holt  GTB – Main 

Account 

40,000 67884 3455 

 

Note: The Check Number and PV No. must be captured in all the transactions. 

 

Required: 

Post all the transactions using Sage 50 Accounting and generate the following reports: 

1. Daily cash receipt journal for today 

2. Customer list 
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3. Debtor ledger account 

4. Creditors ledger account 

5. Budget variance report 

6. General Ledger trial balance 

7. Income statement 

8. Balance Sheet 

9. Cash flow statement 

10. Inventory valuation report 

 

Note: Export all the solutions to the questions above to Microsoft Excel.  

 

ACTION 16: EXERCISE 

Below are the closing balances of the accounts of Dollar Tree Ltd as at 31st December, 

2019. 

   Description       $ 

   Sales- Mobile Engine 400,000 

   Other income  300,000  

   Office Expenses  480,000 

   Salaries & Wages        1,000,000 

   Share Capital         7,000,000 

   GTB Bank         6,465,000 

   Cash in hand         1,200,000  

   Trade Debtors           540,000 

   Trade Creditors           160,000 

   Accrual Expenses             55,000 

   Furniture & Fittings        1,200,000   

   Loan                       2,970,000 

 

During the year 2020, the following transactions took place: 

           $ 

i. Sales- Outboard Engine  6,000,000 

ii. Other Income received     900,000 

iii. Office Expenses paid     360,000 

iv. Salaries paid          2,000,000 

v. Furniture & Fittings bought 1,500,000 

Note: All transactions were effected through Bank. 

 

Required: 

Use Sage 50 to: 

i. Prepare opening General Ledger Trial Balance. 
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ii. Post the transactions for 2019 using General Journal. 

iii. Prepare the Income Statement. 

iv. Prepare the Cash-flow Statement. 

v. Prepare the Balance Sheet. 
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UNIT TWO: SPREADSHEET APPLICATION 

Unit Objectives 

This unit is intended to: 

 Teach learners how to perform arithmetic operations in MS. Excel 

 Teach learners how to prepare financial statements 

 Teach learners how to build accounting models in MS. Excel 

 

Learning Outcomes 

At the end of this chapter, learners should be able to know: 

 How to perform arithmetic operations in MS. Excel 

 How to prepare financial statements 

 How to build accounting models in MS. Excel 

 

OVERVIEW OF MS. EXCEL 

Microsoft Office’s Excel is to numbers what Word is to text; Excel has been called a 

―word processor for numbers.‖ With Excel, you can create numerically based 

proposals, business plans, business forms, accounting workbooks, and virtually any 

other document that contains calculated numbers. Those worksheets can contain 

graphics and charts, too. 

If you are new to electronic workbooks, you may have to take a little more time 

learning Excel’s environment than you have to take to learn other programs such as 

Word. Excel starts with a grid of cells in which you place information, not unlike 

Word’s tables. This presentation orients you to Excel by offering steps and tasks that 

explain how to enter, edit, navigate and create a template for financial statements in 

an Excel environment. 

Excel enables you to create and edit one or more worksheets that you store in 

workbooks. Typically, people work with a single worksheet for simple applications, 

such as a worksheet that an investor might use to analyze a single stock investment. 

Typically, Excel helps users prepare financial information, but you can manage other 

kinds of data in Excel, such as a project timeline. Excel even supports simple 

database routines. 

Microsoft Excel is an effective tool for Accounting and Finance Professionals. 

Individuals working in either or both fields can extract lots of benefits by using 

Microsoft Excel. 
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Due to popularity of Microsoft Excel as a tool in the world of businesses, many 

companies have been taking advantage of Excel’s financial management capabilities, 

and there are a number of examples of companies in Africa and across the globe that 

have opted for Excel over other business tools. 

Microsoft Excel is that part of the Microsoft Office program that has the mathematical 

rows and columns or the tables as some of its features. Microsoft Excel is well suited 

for performing various individual tasks and financial operation. The formulae, 

functions and graphs are great ways to reduce time and efforts while getting the 

required tasks done in an accurate manner 

This package (Microsoft Excel) also allows you to manipulate, manage and analyze 

data helping in decision making and creating efficiencies that will directly affect your 

bottom line. Whether you are using it for business or to help manage personal income 

and expenses, Microsoft Excel gives you the right tools to enable you to accomplish all 

your needs. 

Today, Accountants’ use a spreadsheet to carry out complex calculations quickly 

through the use of cell functions. Besides calculating basic financial data, accountants 

use spreadsheets to make forecasts based on predicted data. They can 

input/experiment with different numbers to see how costs or revenue change based 

on new data. Also, accountants use spreadsheets to show data visually. Charts and 

graphs are more useful for presentations than tables of data. Finally, Accountants can 

use spreadsheets for databases, such as customer’s lists and relevant contact 

information 

 

Note: The equal sign (=) is the most powerful sign in creating a formula in Excel. 

It must not be forgotten when you intend to type a formula. 

 

 Few items under their respective headings will be used as illustrations. Other 

types of account items can be added as the given information permits. This is 

applicable to all the Account Templates illustrated in this presentation. 

 

Ms. Excel Applications  

To be precise, Microsoft Excel provides robust tools for Accountants for use in 

carrying out day to day Accounting and financial management in an organization as 

follows: 
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Microsoft Excel application in Financial Accounting: 

 Cash Book 

 Departmental Vote Book 

 Using Worksheet(s) for Journal Entries or Journal Vouchers 

 Account Reconciliation 

 Bank Reconciliations 

 Accounts Payable 

 Accounts Receivable 

 Schedules for Prepayments 

 Schedules for Accruals 

 Aging Reports 

 Depreciation Calculation 

 Designing and Developing Payrolls using worksheets  

 Sorting data 

 Asset Management reports 

 Trial Balance 

 Income Statement - Summary and Detailed  

 Balance Sheet - Summary and Detailed  

 Cash Flow Statement 

 Annual Reports 

 Reports/Schedules for Audit  

 Financial Analysis  

Microsoft Excel application in Financial Management: 

 Investment Appraisal (Net Present Value) 

 Loan Amortization Schedule  

 Cash Budgets 

 Capital Budgeting Analysis –  

 Rating Calculation 

 LBO Valuation  

 Synergy  

 Valuation Models  

 Risk Premium    

 Time Value   

 Lease or Buy a Car    

 NPV & IRR (Internal Rate of Return)  

 Real Rates  

 Cash Flow  

 Capital Structure   

http://www.exinfm.com/excel%20files/lboval.xls
http://www.exinfm.com/excel%20files/synergy.xls
http://www.exinfm.com/excel%20files/model.xls
http://www.exinfm.com/excel%20files/implprem.xls
http://www.exinfm.com/excel%20files/fcashflow.xls
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 Income Statement What-If-Analysis 

 Break-even Analysis 

 

Starting MS. Excel 

Click on Start Menu, All Programs, Microsoft Office and then click on Microsoft Office 

Excel. See the following illustration: 

 

Illustration 1: Starting MS. Excel: 

 

 

 

 
 
  

Click here to 

start MS. Excel 

http://www.exinfm.com/excel%20files/FY2000WhatIf.xls
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Illustration 2: The MS. Excel Window 

 

 

Title Bar: 

The title bar displays the name of workbook which is currently open in MS. Excel. 

The Main Menu Bar: 

This bar provides various menus for editing, formatting and modifying work in the 

work area. 

Tools Bar: 

The tools bar provides shortcut icons in form of pictures which a user can click on to 

perform a given task. 

Formula Bar: 

This is a display box for the formula that a user types in a given cell. 

Status Bar: 

The status bar shows the status of your worksheet, for example if it is ready and when 

it is still loading. You can use it to adjust the text size (in %age size) of work on a 

spreadsheet. 

Tools Bar 

Main Menu Bar 

Title Bar 

Formula Bar 

Status Bar 

Cell  

Sheet1 

Work Area 

Work sheets that make up a workbook 

Formatting Bar 
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Formatting Bar: 

It is used to format figures and text in a spreadsheet. 

Cell: 

A cell is the intersection of columns and rows in a spreadsheet. It is the primary work 

area for entering text and figures. Each cell has a name (cell address) got by looking 

at the column and the corresponding row in which the cell is. You get the column 

name and then follow by the row number e.g. A1 is the name of the currently 

highlighted cell in the illustration above. 

Worksheet: 

This is a work area containing several cells. A combination of worksheets makes up a 

workbook. For example the previous illustration we have Sheet1, Sheet2 and Sheet3 

making up a workbook (Book1). 

Arithmetic Operations in MS. Excel 

For purpose of this section we will teach you how to add, subtract, multiply and 

divide numbers in MS Excel. There are however so many things you can do with MS 

Excel. 

 

Addition 

Given two numbers; A (200) and B (40), see illustration below for obtaining total: 

 

Illustration: Addition 

 
 

Note: 

Any formula in MS. Excel begins with an equal (=) sign. 

We click on cells such that their names (addresses) appear in our formula. This is 

called cell referencing and it is used such that when you change values in any of the 

cells in the formula, the answer changes automatically. There are two types of cell 

referencing; relative and absolute cell referencing. Relative cell referencing is used 

where you want the cells referred to in the formula to change when you drag that 

Click on the cell you want to display Total, type an 

equal (=) sign, click on the cell containing value for A 

(200), type a plus (+) sign, click on the cell containing 

the value for number B (40) and press the Enter key 

on your keyboard 
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formula to cover other cells whereas absolute referencing is used where you do not 

want the cells referred to in formula to change when you drag it to cover other cells. 

We use the F4 key to fix cells in MS. Excel. 

 

Subtraction 

Supposing instead of adding the two numbers, this time we chose to subtract B from 

A. see illustration that follows: 

 

Illustration: Subtraction 

 
 

Multiplication 

Using the same example of numbers A and B, see illustration that follows to know how 

to multiply: 

 

 

 

 

 

 

 

 

Click on the cell you want to display the 

Difference, type an equal (=) sign, click on the 

cell containing value for A (200), type a minus 

(-) sign, click on the cell containing the value 

for number B (40) and press the Enter key on 

your keyboard 
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Illustration: Multiplication  

 
 

Division 

We can use the same example to obtain the quotient of the two numbers by dividing 

number A by number B. See the illustration that follows: 

 

Illustration: Division 

 
 

 

 

 

Click on the cell you want to display the product, type an 

equal (=) sign, click on the cell containing value for A (200), 

type a multiplication sign (*) sign, click on the cell containing 

the value for number B (40) and press the Enter key on your 

keyboard 

Click on the cell you want to display quotient, type an equal 

(=) sign, click on the cell containing value for A (200), type a 

division sign (/) sign, click on the cell containing the value 

for number B (40) and press the Enter key on your keyboard 
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Adding a Range of Numbers 

We use the SUM function to compute the summation of a range of many 

number/figures. Supposing the list of numbers we have is from A to F, we would get 

total this time by using a SUM function. See illustration that follows: 

 

Illustration: Adding a Range of Numbers: 

 

 
 

Copying/Dragging a formula 

Sometimes you may want to apply a formula on more than one cell. For example if 

you are preparing a pay roll and you are supposed to compute Gross Pay for many 

employees out of Basic, Medical Allowance and Transport Allowance. In this case all 

you have to do is type a formula for the first employee, press enter and then drag the 

formula to cover the rest of employees in your list, even if they are 1000. See 

illustration below: 

 

 

 

Click on the cell you want to display the 

summation, type an equal (=) sign, type 

SUM and open a bracket, click on the cell 

containing the value for the first number A 

(200), hold the button down and drag until 

you have covered the last number F (900), 

release the button when you have covered 

the last number, close the bracket and 

press the Enter key on your keyboard 
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Illustration: Copying/Dragging a formula: 

 
 

Illustration: Dragging a formula in MS. Excel: 

  

Type equal sign (=), sum and open a bracket. Select 

employee A’s Basic Pay, Medical Allowance and 

Transport Allowance, close the bracket and press 

Enter to get employee A’s Gross Pay. You can now 

drag the formula or copy and paste it on the 

remaining employees to get their respect Gross Pay’s 

without re-typing the formula. See next illustration 

Move your pointer to this corner and 

leave it to rest until it changes its 

shape into a plus (+) sign. Click, hold 

down and drag. Release the mouse 

button after you have covered all 

employees i.e. employee E in this case 
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Illustration: Payroll Results: 

 
 

 

PREPARING FINANCIAL STATEMENTS 
 
The Income Statement 

Now that you know how to perform arithmetic in MS. Excel, we can get back to our 

aim. To prepare an Income Statement you need to first know the items it contains and 

how those various items are treated. We have prepared the following general format 

of the income statement: 

 

Format of the Income Statement 

COMPANY NAME 

STATEMENT DATE 

  

Sales Revenue     XXX 

Less: Sales returns     X 

Net Sales     XXX 

Less Cost of Sales (COS):       

Opening stock XXX     

Add: Purchases XXX     

Cost of Goods Available for sale XXX XXX   

Less: Closing stock   XX   

Cost of sales (COS)   XXX XXX 

Gross Profit     XXX 

Add: Other Incomes       

This Gross Pay was obtained by 

dragging a formula and not re-

typing it 
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Interest Received   XX   

Bad debts recovered   XX   

Disposal of Fixed Assets   XX   

Discounts Received   XX   

Total of Other Incomes   XXX XXX 

Gross Income     XXX 

Less Operating Expenses:       

Selling       

Salaries and wages XX     

Commissions XX     

Advertising XX     

Depreciation XX     

Total selling expenses XXX XXX   

General/Administrative       

Salaries and wages XX     

Employee benefits XX     

Payroll taxes XX     

Insurance XX     

Rent XX     

Utilities XX     

Depreciation exp. XX     

Office supplies XX     

Interest XX     

Travel and entertainment XX     

Furniture and equipment XX     

Total General/Admin XXX XXX 

 Total operating expenses   XXX XXX 

Net income before taxes     XXX 

Less Corporation Tax     XX 

Net income after taxes     XXX 

Add/Less Extraordinary gain or loss     XX 

Income tax on extraordinary gain     X 

Net Income (Loss)     XXX 

      

CREATING ACCOUNTING MODELS 
Accounting models are templates containing formulas to ease preparation of financial 

statements. With a model even persons without accounting background are able to 

prepare financial statements for as long as they know how to enter data in Microsoft. 
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Excel. Using this format we are going to develop an Income statement model for a 

given company – White Knight e-Business School.  

 

To design our model we will enter items and attaché formulas without any data. After 

we have typed all our formulas, we will use colors to design our model such that a 

user can easily tell where to enter values and where not to. An advanced model can 

have macros embedded in it such that users are not able to alter formulas. In this 

book however we do not cover macros. Nevertheless your model will achieve the 

same purpose as one with macros. See following the illustrations. 
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Illustration 1: Computing Net Sales: 

 
 

 

 

 

 

  

How to calculate Net Sales 
 

To get Net sales we subtract 

sales returns from sales 

revenue. Click in the cell 

where you want Net sales to 

be, type an equal (=) sign, 

click on the cell where sales 

revenue will be entered, 

type (-), click on the cell 

where Sales returns will be 

typed and press enter 
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Illustration 2: Computing Cost of Goods available for Sale: 

 
 

Illustration 3: Computing Cost of Sales: 

 
 

 

Cost of goods available for 

sale=opening stock + Purchases. 

Press Enter 

Note: 

Cells containing formulas appear 

with a zero (0) 

We want cost of goods available to 

come to the third column (column 

C) so that we can less closing stock 

from it so we type (=) sign in the 

next cell of column C, click on the 

cell containing a formula for cost of 

goods available for sale and then 

press enter 
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Illustration 4: Computing Cost of Sales: 

 
 

 

Illustration 5: Computing Gross Profit: 

 
 

 

Bring the cost of sales 

to column D so that we 

can subtract it from Net 

sales to get gross profit. 

Type (=) sign, click on 

COS and press enter 

 

Get cost of sells by 

subtracting closing 

stock from cost of 

goods available for sale 
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Illustration 6: Computing Gross Profit: 

 
 

Illustration 7: Computing Total of other Incomes: 

 
 

 

Gross profit=Net sales-

COS. Enter this formula 

and press enter 

 

We use the SUM function to 

calculate the summation of 

other incomes. Move this 

total to column D so that we 

can comfortably add it to the 

gross profit 
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Illustration 8: Computing Gross Income: 

 
 

 

 

 

 

 

 

 

  

Gross Income = 

Gross Profit + 

Total of Other 

Incomes 
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Illustration 9: Computing Total Operating Expenses: 

 
 

Illustration 10: Computing Total Operating Expenses: 

 
 

Use the SUM function to 

compute total selling 

expenses. Bring the total to 

column C so that we shall 

add them to totals of 

General/Admin to get Total 

operating expenses 

 

Total operating 

expenses=Total selling 

Expenses + Total 

Admin/General expense 
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Illustration 11: Computing Net Income before Tax: 

 
 

 

 

 

  

Net Income 

before 

tax=Gross 

income-Total 

operating 

expenses 
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Illustration 12: Computing Tax: 

 
 

Illustration 13: Extraordinary Incomes and Losses: 

 
 

 

We compute 30% of 

net income before tax 

as tax, therefore 

multiply 30% by net 

income before tax to 

get your tax 

 

Net income after tax becomes 

retained earnings for the year 

where there are no extraordinary 

gains or losses. However where 

there are extraordinary gains, we 

add them to the net income. 

Sometimes such incomes attract 

tax, so it is prudent to subtract such 

taxes before adding to income after 

tax. Extra-ordinary losses are 

subtracted from net income after 

tax to get retained earnings 
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The Balance Sheet Model 

Just like we did with the income statement, we will first design a template format of 

our balance sheet before we put it in MS. Excel. The template below has been design 

for the same. 

 

Format of the Balance Sheet/Statement of Financial Position 

COMPANY NAME 

STATEMENT DATE 

ASSETS 

Non-Current Assets 

Cost 

($000) 

Accumulated 

Depreciation 

($000) 

Net Book 

Value 

($000) 

Land XXX - XXX 

Equipment XXX XX XXX 

Furniture and Fittings XXX XX XXX 

Vehicles XXX XX XXX 

TOTAL XXX XXX XXX 

  

   Current Assets 

   Debtors XXX 

  Inventory XXX 

  Receivables XXX 

  Cash at Bank XXX 

  Cash at Hand  XXX 

  TOTAL  XXX XXX XXX 

  

   TOTAL ASSETS 

  

XXX 

  

   EQUITY AND LIABILITIES  

   OWNERS’ EQUITY 

   Ordinary Shares XXX 

  Share premium XXX 

  Retained earnings XXX 

  

TOTAL OWNERS’ EQUITY XXX XXX 

 

 

 

  

   LIABILITIES 
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Non-Current Liabilities 

   Long term loans XXX 

  Long term Lease  XXX 

  Total Non-Current 

Liabilities XXX XXX 

   

   Current  Liabilities 

   Creditors XXX 

  Salaries payable XXX 

  Accrued utilities XXX 

  Bank Overdraft XXX 

  Total Current Liabilities XXX XXX 

 TOTAL LIABILITIES 

 

XXX XXX 

TOTAL EQUITY AND 

LIABILITIES 

  

XXX 

 

 

Using the above format, we can create the balance sheet model as follows: 

 

Illustration 1: Creating Balance Sheet Model: 

 
 

 

 

Right-click on sheet1, 

click on Rename and 

type Income statement, 

do the same thing to 

sheet 3 and rename it 

Balance sheet 
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Illustration 1.1: Creating a Balance Sheet Model: 

 
 

  

Since land does 

not depreciate, we 

get the net book 

value of land by 

equating it to its 

cost. Press enter 
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Illustration 2: Creating a Balance Sheet Model: 

 
 

 

Illustration 3: Creating a Balance Sheet Model: 

 
 

 

Net book value for 

Equipment = its cost-

Accumulated 

depreciation. Press 

enter and drag the 

formula up-to Vehicles 

 

Get the total of fixed assets at cost 

by typing a SUM function. Press 

enter and drag the formula to 

cover accumulated depreciation 

and net book value. 
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Illustration 4: Creating a Balance Sheet Model: 

 
 

Illustration 5: Creating a Balance Sheet Model: 

 
 

 

Compute total current assets using the 

SUM function and take it to the column 

for net book value (column D). 

 

Total Assets=Total Fixed 

Assets + Total Current 

Assets 
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Illustration 6: Creating a Balance Sheet Model: 

 
 

Illustration 7: Creating a Balance Sheet Model: 

 

The figure for retained earnings should be 

picked from our income statement model, 

previously on sheet1 (Color illustration). 

Click on the cell to contain retained 

earnings, type (=) sign, click on sheet1 

(income statement), click on the cell 

containing retained earnings (net 

income)for the year  and press enter 

 

Compute total owners’ equity using 

the SUM function. Take the figure to 

column C 
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Illustration 8: Creating a Balance Sheet Model: 

 
 

 

Illustration 9: Creating a Balance Sheet Model: 

 
 

Compute total non-current 

liabilities and bring it to 

column C such that we shall 

add total owners’ equity 

easily 

 

Total liabilities = total non-

current liabilities + total 

current liabilities 
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Illustration 10: Creating a Balance Sheet Model: 

 
 

  

Total Equity and 

Liabilities=Total Owners’ 

Equity + Total Liabilities 
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Illustration 11: Creating a Balance Sheet Model: 

 
 

 

THE CASH FLOW STATEMENT 

 

Format of the Cash Flow Statement 

COMPANY NAME 

STATEMENT DATE 

  $(000) $(000) $(000) 

 

CASH 

INFLOW 

CASH 

OUTFLOW 

NET 

CASH 

Net profit before tax (EBIDT) XXX 

 

 

Less: Interest Expense 

 

XXX  

Less Depreciation  

 

XXX  

Add profit on sale of Non-Current Assets XXX 

 

 

Add provisions XXX 

 

 

Add Government grants/incentives XXX 

 

 

Add Investment income XXX 

 

 

Profit before changes in working capital XXX XXX  

Add/Less: increase/decrease in inventories XXX XXX  

Add/less: increase/decrease in receivables XXX XXX  

Add/Less: increase/decrease in payables XXX XXX  

Cash generated from operations XXX XXX XXX 

Total Assets must be 

equal to Total Equity 

and Liabilities. That 

is why this statement 

is called The Balance 

Sheet 
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Less interest paid 

 

XXX  

Less income tax paid 

 

XXX  

Net cash from operation 

 

XXX XXX 

   

 

Cash flow from investments 

  

 

Proceeds from sale of Fixed Assets & 

Equivalents XXX 

 

 

Add Interest received XXX 

 

 

Add dividends received XXX 

 

 

Less Purchases of Fixed Assets & Equivalents 

 

XXX  

Net cash from investment activities 

  

XXX 

   

 

Cash flow from financing activities 

  

 

Proceeds from issue of shares  XXX 

 

 

Add proceeds from long-term borrowing XXX 

 

 

Less payment of finance lease liabilities 

 

XXX  

Less dividends paid 

 

XXX  

Net cash flow from financing activities 

  

XXX 

   

 

Cash and cash equivalents 

  

 

Cash and cash equivalents at beginning of 

period XXX 

 

 

Add Increase in cash and cash equivalents XXX 

 

 

Less decrease in cash & cash equivalents 

 

XXX  

Cash and cash equivalents at end of period 

  

XXX 
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The Cash Flow Statement Model in MS. Excel 

 
 

EXERCISES 

 

Case 1 

An entity takes out a loan of $100,000 at 15.5% for 3 years. 

Required: Use the Loan amortization template to answer the following questions: 

a. What is the amount of the quarterly payment? 

b. How much is the interest payable? 

Get profit before 

changes in working 

capital by 

subtracting the sum 

of cash out flows (in 

column C) from 

cash inflows (in 

column B) 
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c. Prepare an amortization table. 

 

Case 2 

Mr & Mrs Brown took a Mortgage of $2,000,000 at 12.4% for 8 years. 

Required: Use the Loan amortization template to answer the following questions: 

a. What is the amount of their monthly payment? 

b. How much is the interest payable? 

c. Prepare an amortization table. 

 

Case 3 

Mr. Sussex invested $4,500,000 on printing of recharge card with the cost of capital at 

20% the project is to last for 4 years with the following cash flows, $1,200,000, 

$1,560,000, $250,000 & $750,000 respectively.  

Required: 

Calculate the NPV via Ms-Excel. 

 

Case 4 

WKC is to invest $20,000,000 in the stock market and the investment has the 

following cash flow profile: 

Year  Cash Flow 

       $ 

1  6,000,000 

2  4,000,000 

3  3,500,000 

4  4,600,000 

5  2,400,000 

6 - Infinity     800,000 

 

The cost of capital as obtained in the money market is currently at 10%. 

Required: 

Use MS-excel to determine if the investment is worthwhile.  

 

Case 5 

Queensway Plc. is financed by 10m, $1 ordinary shares currently valued at 174k each. 

Dividend amounting to $2.4m is also to be paid. The company is also financed with 9% 

$10m irredeemable debenture currently valued at $75 each, interest having recently 

been paid by the company and 8m 8% Preference Shares of $1 each currently valued 

at 140k. 

An inexperienced staff of Queensway Plc. computed the weighted average cost of 

capital (WACC) as follows: 
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i. Computation of ke 

 ke  =   d  x 100 

   mve 

 ke =   24 

   174 

 ke =   24   = 18% 

   174  

 

ii. Computation of kd 

 kd  =   F  x 100 

   mvd 

 kd =    9 x 100 = 22% 

    75  

 

iii.  Computation of kp 

 kp  =   d  x 100 

   mve 

 kp =    8 x 100 = 8% 

    100  

 

Computation of WACC Mathematically: 

 

kw  =  ke   x   ve    +   kd   x         vd           +   kp   x         vp      

     ve + vd+ vp                   ve + vd+ vp                  ve + vd + vp 

 

kw =   18    x      15m             +    22  x     7.5m             +   10  x     11.2m     .     
    15m + 7.5+ 11.2m          15m + 7.5m+ 11.2m             15m + 7.5m+ 11.2m 

 

kw =   18 x  2 +     22   x 1     +  10    x    3 

       3   3                      5 

kw = 10.67 + 4  + 8 i.e. 22.67% 

 

Computation of WACC using the tabular approach: 

 TYPE  MV   COST        HASH TOTAL  

 Equity   15,000,000    18%  2,400,000 

 Debt             7,500,000  22%     900,000 

 Pref.   11,200,000   8%  1,120,000 

    22,500,000    4,420,000             
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 kw =  HT x 100 

   MV 

 kw =   4,420,000    x 100 

   33,700,000  

 

 kw = 13.12%         

 

On careful analysis of these computations by the management, errors were 

Discovered and the errors are enormous. You have been engaged to identify the 

errors, recalculate the WACC and advise management appropriately on the use of 

WACC, among others. 

 

Required   

a. Identify the errors. 

b. Use Spreadsheet (Microsoft Excel) to recalculate the WACC.  

   

Case 6: 

Koinona Plc. expects to achieve earnings next year of $2.4m and these will continue 

in perpetuity, without any growth at all, unless a proportion of earnings are retained. 

If the company retain 1/3 of its earnings an annual growth rate in earnings and 

dividends of 9% p a in perpetuity could be achieved. 

Alternatively, if the company were to retain 2/3 of its earnings an annual growth rate 

in earnings and dividend of 12% p.a in perpetuity could be achieved. 

The return currently required by Koinona Plc. shareholders is 16% if retentions of 1/3 

were made, the required return would rise to 19% and if retention were 2/3 of 

earnings, the return require would be 24%. 

 

Required 

What is the optimum retention policy for Koinona Plc.? Use Spreadsheet 

(Microsoft Excel) in presenting the quantitative analysis to support your 

decision. 
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Case 7 

Fact 

Below is an illustrative Statement of financial position prepared on IFRS basis: 

                                                                                               2016   

Assets       Notes   $   

Property, plant and equipment   2          449,000  

Intangible assets     3            22,000  

Long-term financial assets    4     13,561,000  

Deferred taxation assets    5            65,000               

Total noncurrent assets       14, 097, 000                           

Trade and other receivables   6              3,000  

Cash and cash equivalent    7       1,316,309  

Assets classified as held for sale   8              1,000                            

Total current assets           1,320,309           

Total assets          15,417,309           

Equity 

Share capital and premium   9             49,000  

Other reserves     10           160,000              

Retained income     11        8,232,000             

Total equity of shareholders of Abuja Plc         8,441,000             

Liabilities 

Interest bearing – debentures   12        3,578,000             

Provisions (long term)    13               3,309             

Other noninterest bearing loan   14        3,336,978                        

Total noncurrent liabilities           6,918,287             

Trade and other payables    15             54,000             

Provisions (due in 12 months)   16      2,000              

Amount due to bankers and short term loans 17        2,022              

Total current liabilities          58,022              

Total liabilities             6,976,309              

Total equity and liabilities        15,417,309              

 

Required: 

Use MS Excel to prepare the template for the Statement of financial position, using 

and showing relevant formulas.   
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Case 8 

Fact 

Below is an illustrative Statement of comprehensive income prepared on IFRS basis: 

 

Joel Plc. 

STATEMENT OF COMPREHENSIVE INCOME FOR THE YEAR 31ST DECEMBER, 2010 

          2010        2009 

         $’000             $’000 

Revenue                 1,170,000     1,065,000 

Expenses                 (750,000)      (825,000) 

Profit before tax         420,000   240,000 

Income tax expense         (75,000)       (45,000) 

Profit for the year from continuing operations  345,000  195,000  

Loss for the year from discontinued operations     (91,500)              –  

Profit for the year         253,500  195,000 

Other Comprehensive Income: 

 Exchange differences on translating foreign operations    15,000       30,000

 Available-for-sale financial assets          7,200       10,500 

 Cash flow hedges              3,600         6,660 

 Gains on property revaluation          24,000       21,000 

 Actuarial (losses) gains on defined benefit pension plans (2,001)         3,999 

 Share of other comprehensive income of associates         1,200        (2,100) 

 Income tax relating to components of other comprehensive     

 income               (12,000)      (11,700) 

Other comprehensive income for the year, net of tax      36,999      58,359 

Total comprehensive income for the year      290,499    253,359 

Profit attributable to: 

 Owners of the parent         228,813     176,670 

 Minority interest            24,687       18,330 

           253,500    195,000 

Total comprehensive income attributable to: 

 Owners of the parent         258,812     225,369 

 Minority interest            31,687       27,990 

           290,499    253,359 

 

Required: 

Use MS Excel to prepare the template for the Statement of comprehensive income, 

using and showing relevant formulas.   
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UNIT THREE: COMPUTER & DIGITAL FORENSICS 

INTRODUCTION TO COMPUTER FORENSICS 

Computer forensics, also referred to as computer forensic analysis, electronic 

discovery, electronic evidence discovery, digital discovery, data recovery, data 

discovery, computer analysis, and computer examination, is the process of 

methodically examining computer media (hard disks, USB, etc.) for evidence. A 

thorough analysis by a skilled examiner can result in the reconstruction of the 

activities of a computer user. 

 

In other words, computer forensics is the collection, preservation, analysis, and 

presentation of computer-related evidence. Computer evidence can be useful in 

criminal cases, civil disputes, and human resources/employment proceedings. Far 

more information is retained on a computer than most people realize. It’s also more 

difficult to completely remove information than is generally thought. For these 

reasons (and many more), computer forensics can often find evidence of, or even 

completely recover, lost or deleted information, even if the information was 

intentionally deleted. 

 

USE OF COMPUTER FORENSICS IN LAW ENFORCEMENT 

If there is a computer on the premises of a crime scene, the chances are very good 

that there is valuable evidence on that computer. If the computer and its contents 

are examined (even if very briefly) by anyone other than a trained and experienced 

computer forensics specialist, the usefulness and credibility of that evidence will be 

tainted. 

 

COMPUTER FORENSICS SERVICES 

No matter how careful they are, when people attempt to steal electronic information 

(everything from customer databases to blueprints), they leave behind traces of their 

activities. Likewise, when people try to destroy incriminating evidence contained on a 

computer (from harassing memos to stolen technology), they leave behind vital clues. 

In both cases, those traces can prove to be the smoking gun that successfully wins a 

court case. Thus, computer data evidence is quickly becoming a reliable and essential 

form of evidence that should not be overlooked. 

 

A computer forensics professional does more than turn on a computer, make a 

directory listing, and search through files. Your forensics professionals should be able 

to successfully perform complex evidence recovery procedures with the skill and 
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expertise that lends credibility to your case. For example, they should be able to 

perform the following services: 

a. Data seizure 

b. Data duplication and preservation 

c. Data recovery 

d. Document searches 

e. Media conversion 

f. Expert witness services 

g. Computer evidence service options 

h. Other miscellaneous services 

 

STEPS TAKEN BY COMPUTER FORENSICS SPECIALISTS 

The computer forensics specialist needs to complete an Evidence Identification and 

Retrieval Checklist. He or she should take several careful steps to identify and 

attempt to retrieve possible evidence that may exist on a subject’s computer system. 

 

WHO CAN USE COMPUTER FORENSIC EVIDENCE? 

Many types of criminal and civil proceedings can and do make use of evidence 

revealed by computer forensics specialists. These are as follows: 

a. Criminal prosecutors use computer evidence in a variety of crimes where 

incriminating documents can be found, including homicides, financial fraud, 

drug and embezzlement record-keeping, and child pornography. 

b. Civil litigations can readily make use of personal and business records found on 

computer systems that bear on fraud, divorce, discrimination, and harassment 

cases. 

c. Insurance companies may be able to mitigate costs by using discovered 

computer evidence of possible fraud in accident, arson, and workman’s 

compensation cases. 

d. Corporations often hire computer forensics specialists to find evidence relating 

to sexual harassment, embezzlement, and theft or misappropriation of trade 

secrets, and other internal and confidential information.  

e. Law enforcement officials frequently require assistance in pre-search warrant 

preparations and post-seizure handling of the computer equipment. 

f. Individuals sometimes hire computer forensics specialists in support of possible 

claims of wrongful termination, sexual harassment, or age discrimination. 

 

Problems with Computer Forensic Evidence 

Computer evidence is like any other evidence. It must be 

 Authentic 
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 Accurate 

 Complete 

 Convincing to juries 

 In conformity with common law and legislative rules (i.e. admissible) 

 

There are also special problems: 

 Computer data changes moment by moment. 

 Computer data is invisible to the human eye; it can only be viewed indirectly 

after appropriate procedures. 

 The process of collecting computer data may change it—in significant ways. 

 The processes of opening a file or printing it out are not always neutral. 

 Computer and telecommunications technologies are always changing so that 

forensic processes can seldom be fixed for very long. 

 

TYPES OF COMPUTER FORENSIC TECHNOLOGY 

Two distinct components exist in the emerging field of cyber forensics technology. 

The first, computer forensics, deals with gathering evidence from computer media 

seized at the crime scene. Principal concerns with computer forensics involve storage 

media, recovering deleted files, searching slack and free space, and preserving the 

collected information for litigation purposes. Several computer forensic tools are 

available to investigators. 

 

The second component, network forensics, is a more technically challenging aspect of 

cyber forensics. It involves gathering digital evidence that is distributed across large-

scale, complex networks. Often this evidence is transient in nature and is not 

preserved within permanent storage media. 

 

Network forensics deals primarily with in-depth analysis of computer network 

intrusion evidence, because current commercial intrusion analysis tools are 

inadequate to deal with today’s networked, distributed environments. Similar to 

traditional medical forensics, such as pathology, today’s computer forensics is 

generally performed postmortem (after the crime or event occurred). In a networked, 

distributed environment, it is imperative to perform forensic-like examinations of 

victim information systems on an almost continuous basis, in addition to traditional 

postmortem forensic analysis. 

 

Types of Law Enforcement: Computer Forensic Technology 

As previously defined, computer forensics involves the preservation, identification, 

extraction, and documentation of computer evidence stored in the form of 
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magnetically encoded information (data). Often the computer evidence was created 

transparently by the computer’s operating system and without the knowledge of the 

computer operator. Such information may actually be hidden from view and, thus, 

special forensic software tools and techniques are required to preserve, identify, 

extract, and document the related computer evidence. 

 

Computer forensics tools and techniques have proven to be a valuable resource for 

law enforcement in the identification of leads and in the processing of computer 

related evidence. Computer forensics tools and techniques have become important 

resources for use in internal investigations, civil lawsuits, and computer security risk 

management. 

 

Forensic software tools and methods can be used to identify passwords, logons, and 

other information that is automatically dumped from the computer memory as a 

transparent operation of today’s popular personal computer operating systems. Such 

computer forensic software tools can also be used to identify backdated files and to 

tie a disc to the computer that created it. 

 

Types of Business Computer Forensic Technology 

The following are types of business computer forensics technology: 

a. Remote monitoring of target computers 

b. Creating trackable electronic documents 

c. Theft recovery software for laptops and PCs 

d. Basic forensic tools and techniques 

e. Forensic services available 

 

SPECIALIZED FORENSICS TECHNIQUES 

Threats to the strategic value of your business almost always involve a computer or 

network because that is where your company’s proprietary information and business 

processes are located.  

 

A simple and virtually undetectable fraud that posts a few cents to a phony account 

can reap a perpetrator thousands of dollars flowing through accounts payable.  

A malicious change to an individual’s personnel records could cost the person a job 

and a career. Divulging a company’s financial records could damage it on Wall Street, 

in the marketplace, and before shareholders. 

 

Corporate espionage can steal trade secrets. Posting libelous information on the 

Internet about a company or individual can damage a reputation beyond recovery. 
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Employees of a company might be stealing from it or using company resources to work 

for themselves, or they can be using excessive work time to surf pornographic sites 

and play games. 

 

Computer forensics examiners should be called in when a threat to a company’s 

business and reputation is serious. Any organization that does not have a way to 

detect and stop malicious behavior can be victimized with no legal recourse. 

 

Hidden Data and How to Find It 

In many cases, documents and files deleted from a computer can be found and 

recovered using the methods of computer forensics. When files or documents are 

deleted from a computer, the majority of the actual information is typically left 

behind. 

Although the user may think the deleted document has been eradicated, this is 

usually not the case. Documents and files deleted or hidden even years ago may be 

recovered through a computer investigation. Deleted or hidden files are one of the 

prime targets of the computer forensic technician searching for evidence. 

 

Spyware and Adware 

Spyware is Internet jargon for advertising supported software (adware). It is a way for 

shareware authors to make money from a product, other than by selling it to the 

users. There are several large media companies that approach shareware authors to 

place banner ads in their products in exchange for a portion of the revenue from 

banner sales. 

 

Encryption Methods and Vulnerabilities 

The use of encryption provides a different kind of challenge for the forensic 

investigator. 

Here, data recovery is only half the story, with the task of decryption providing a 

potentially greater obstacle to be overcome. Encryption, whether built into an 

application or provided by a separate software package, comes in different types and 

strengths. 

 

The Fallacies of Encryption and Password Protection 

How serious is the problem? Very. If a snoop can gain physical access to your 

computer where you store your secret key, he can modify it and wait for you to use 

it. When you do, he or she is secretly notified. From that point on, he has access to 

the rest of your encrypted personal information and you never know it. In effect, the 

snoop bypasses a user’s password and bypasses the effects of encryption entirely. 
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INTERNET TRACKING METHODS 

If an email comes from a real, valid email account and you want to know who the 

person behind that email account is, then you most likely will need to serve the 

Internet provider who is hosting that email account a court-order. Another idea would 

be to take that email address and search for it on the Web and use net. Who knows, 

he might have posted somewhere with his real name and address. 

 

AVOIDING PITFALLS WITH FIREWALLS 

All the traffic going through a firewall is part of a connection. A connection consists 

of the pair of IP addresses that are talking to each other, as well a pair of port 

numbers that identify the protocol or service. The destination port number of the first 

packet often indicates the type of service being connected to. When a firewall blocks 

a connection, it will save the destination port number to its logfile.  

 

BIOMETRIC SECURITY SYSTEMS 

The verification of individuals for computer forensics purposes is achieved using a 

recognized ID credential issued from a secure and effective identity confirmation 

process. A secure personal ID system design will include a complex set of decisions to 

select and put in place the appropriate policies and procedures, architecture, 

technology, and staff to deliver the desired level of security. A secure biometric ID 

system can provide individuals with trusted credentials for a wide range of 

applications- from enabling access to facilities or secure networks, to proving an 

individual’s rights to services, to conducting online transactions. 

 

With the preceding in mind, biometric security systems for computer forensics 

purposes are defined as automated methods of identifying or authenticating the 

identity of a living person based on unique physiological or behavioral characteristics. 

 

TYPES OF COMPUTER FORENSIC SYSTEMS 

Computer forensics has become a buzz word in today’s world of increased concern for 

security. It seems that any product that can remotely be tied to network or computer 

security is quickly labeled as a ―forensics‖ system. This phenomenon makes designing 

clear incident response plans and corporate security plans that support computer 

forensics difficult. Today’s corporate climate of increased competition, cutbacks and 

layoffs, and outsourcing makes it essential that corporate security policy and 

practices support the inevitability of future litigation. 

This is intended to raise awareness of the different types of computer forensics 

systems and to identify crucial questions for corporate planning in support of 

computer forensics.  
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The following are computer forensics systems: 

1. Internet security systems 

2. Intrusion detection systems 

3. Firewall security systems 

4. Storage area network security systems 

5. Network disaster recovery systems 

6. Public key infrastructure security systems 

7. Wireless network security systems 

8. Satellite encryption security systems 

9. Instant messaging (IM) security systems 

10. Net privacy systems 

11. Identity management security systems 

12. Identity theft prevention systems 

13. Biometric security systems 

14. Homeland security systems 

 

DIGITAL FORENSICS 

WHAT IS DIGITAL FORENSICS? 

The field of Digital Forensics is a young one and yet evolving so fast that practicing 

experts have to struggle to keep abreast of development in the field. The term is 

interchangeably used with Computer Forensics when broadly used. This may sometime 

be confusing to new entrants into the field who needed a clear demarcation between 

the two. When the chips are down indeed, Digital Forensics concerns with all 

electronic evidence matters while computer Forensics when clearly delineated limits 

to the electronic evidence that are from the computer and its peripheral units.  There 

is no particular single accepted definition yet by stakeholders except that it is a 

methodology for producing electronic evidence that can be acceptable in court. It is a 

branch of Forensics Science and sometimes referred to as Digital Forensics Science.  

Digital Forensics is defined as the process of preservation, identification, extraction, 

and documentation of computer evidence which can be used by the court of law. It is 

a scientific methodology of finding evidence from digital media like a computer, 

mobile phone, server, network, etc. it is the application of technology to law which 

solutions to complexities of cases requiring digital evidence. 

ORIGIN OF DIGITAL FORENSICS 

It originates from the individual efforts of law enforcement agents in the United 

States side by side with the personal computer revolution of the late 1970s and the 

early 1980s. The FBI took the lead through the 1980s as a reactionary measure to the 
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evolution of business documentation of the professional drug cartels and organized 

crime from hard papers to soft copies in USB devices and compact disks. The 

developments in Digital Forensics were carried out by well-trained hobbyist which 

have largely been responsible for the late development of standards unlike other 

areas of Forensic Science which came out of the researches of the scientific 

communities. 

TYPES OR BRANCHES OF DIGITAL FORENSICS 

The following are branches of Digital Forensics: 

1. Computer Forensics 

2. Network Forensics 

3. Mobile Forensics 

4. Forensics Data Analysis 

5. Database Forensics 

6. Malware Forensics 

7. Email Forensics 

8. Live Forensics 

9. Questioned Document Examination 

10. Forensic Graphology (Handwriting Analysis) 

11. Vehicle Forensics 

12. Steganalysis (Steganographic investigation) 

13. Cryptographic investigation 

 

DIGITAL FORENSICS PROCESSES 

Typically, the Digital Forensics processes includes: 

a. Seizures 

b. Imaging (Acquisition) 

c. Analysis 

d. Report Writing 

 

This is in line with the model originally proposed by the United States of America’s 

Department of Justice. This model has four phases:  

a. Collection 

b. Examination 

c. Analysis, and 

d. Reporting 

 

These processes are far from being exhaustive as we have seen in the definition of 

computer Forensics. Digital Forensics investigation processes include the following: 
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a. Identification 

b. Seizures 

c. Preservation 

d. Extraction (Acquisition or Imaging) 

e. Interpretation (Analysis) 

f. Documentation 

g. Evidence Reporting 

h. Evidence Presentation 

 

PURPOSE OF DIGITAL FORENSICS 

The purpose of Digital forensics are as numerous as there are crime, and may depend 

on the particular case under investigation. The broad goal of Digital forensics are as 

follows: 

 It helps to Identify, recover, analyze, and preserve computer based or 

electronic evidence in a manner that it can be admissible in a court of law. 

 Determine source of evidence 

 Determine Document originality or authentication 

 Make available enough evidence to confirm or disprove hypothesis of a case, 

alibis, statements 

 It helps to determine the reason, intent or motive behind the crime etc. 

 

CHALLENGES OF DIGITAL FORENSICS 

 Training and certification programs are largely in the hands of commercial 

companies (often forensic software developers) 

 The proprietary nature of devices has affected Mobile Forensics regardless of 

its rich source of evidence 

 High risk of cyber warfare and cyber-terrorism. 

 A general bias towards Windows operating systems in Digital Forensics research 

at the expense of other platforms. These platforms such as UNIX, etc. are 

largely preferred by large corporations. 

 Increasing size of digital media, etc. 

 

USES OF DIGITAL FORENSICS 

Digital Forensics is commonly used 

 in both criminal law and private investigation. Traditionally it has been associated 

with criminal law, where evidence is collected to support or oppose a hypothesis 

before the courts. As with other areas of Forensics this is often a part of a wider 

investigation spanning a number of disciplines. 
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In recent time, commercial organizations have used digital forensics in the following 

type of cases: 

 Intellectual Property theft 

 Industrial espionage 

 Employment disputes 

 Fraud investigations 

 Inappropriate use of the Internet and email in the workplace 

 Forgeries related matters 

 Bankruptcy investigations 

 Issues concern with the regulatory compliance 

 Network intrusion investigation to identify attacker 

 Identification of owner of device 

 To prove or disprove alibis and statements  

 To prove the intent of a criminal. 

 Identification of the origin of a particular piece of data. 

 Document authentication. 

 

ADVANTAGES OF DIGITAL FORENSICS 

Below are benefits of Digital forensics 

a. Ensure the integrity of the computer system. 

b. Provide evidence in the court, which can lead to the punishment of the culprit. 

c. It helps the companies to capture important information if their computer 

systems or networks are compromised. 

d. Efficiently tracks down cybercriminals from anywhere in the world. 

e. Helps to protect the organization's money and valuable time. 

f. Allows to extract, process, and interpret the factual evidence, so it proves the 

cybercriminal action's in the court. 

 

DISADVANTAGES OF DIGITAL FORENSICS 

Here, are major drawbacks of using Digital Forensic 

a. Digital evidence accepted into court. However, it is must be proved that there 

is no tampering 

b. Producing electronic records and storing them is an extremely costly affair 

c. Legal practitioners must have extensive computer knowledge 

d. Need to produce authentic and convincing evidence 

e. If the tool used for digital forensic is not according to specified standards, then 

in the court of law, the evidence can be disapproved by justice. 

f. Lack of technical knowledge by the investigating officer might not offer the 

desired result 

g. Experience in evidence presentation in court processes and cross examination 
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CHALLENGES FACED BY DIGITAL FORENSICS 

Here, are major challenges faced by Digital Forensic: 

a. The increase of PC's and extensive use of internet access 

b. Easy availability of hacking tools 

c. Lack of physical evidence makes prosecution difficult. 

d. The large amount of storage space into Terabytes that makes this investigation 

job difficult. 

e. Any technological changes require an upgrade or changes to solutions 

f. Widespread use of encryption. This disrupts initial examination where pertinent 

evidence might be located. Laws to compel individuals to disclose encryption 

keys are still relatively new and controversial. 

 

VENDORS AND COMPUTER FORENSIC SERVICES 

OCCURRENCE OF CYBER CRIME 

Cyber-crime occurs when information technology is used to commit or conceal an 

offense. Computer crimes include: 

a. Financial fraud 

b. Sabotage of data or networks 

c. Theft of proprietary information 

d. System penetration from the outside and denial of service 

e. Unauthorized access by insiders and employee misuse of Internet access 

privileges 

f. Viruses, which are the leading cause of unauthorized users gaining access to 

systems and networks through the Internet. 

 

Cybercrimes can be categorized as either internal or external events. Typically, the 

largest threat to organizations has been employees and insiders, which is why 

computer crime is often referred to as an insider crime. 

 

CYBER DETECTIVES 

Computer forensics, therefore, is a leading defense in the corporate world’s armory 

against cybercrime. Forensic investigators detect the extent of a security breach, 

recover lost data, determine how an intruder got past security mechanisms, and, 

possibly, identify the culprit. Forensic experts need to be qualified in both 

investigative and technical fields and trained in countering cybercrime. They should 

also be knowledgeable in the law, particularly legal jurisdictions, court requirements, 

and the laws on admissible evidence and production. 
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Legal Issues 

The most common legal difficulty faced by organizations seeking to redress 

cybercrime in the courts is having digitally-based evidence accepted. Notwithstanding 

the technical expertise of information technology (IT) teams, most companies are ill-

equipped to investigate cybercrime in a way that results in the collection of 

admissible evidence. For example, data collected as evidence must be shown to not 

be tampered with and be accounted for at every stage of its life from collection to 

presentation in court. In other words, it must meet the requirements of the 

jurisdiction’s laws of evidence. 

 

FIGHTING CYBERCRIME WITH RISK-MANAGEMENT TECHNIQUES 

The best approach for organizations wanting to counter cybercrime is to apply risk-

management techniques. The basic steps for minimizing cybercrime damage are: 

 

a) Effective IT and Staff Policies 

b) Vendor Tools of the Trade 

c) Effective Procedures 

d) Forensic Response Capability 

 

COMPUTER FORENSICS INVESTIGATIVE SERVICES 

There are without doubt some very knowledgeable experts in the field of computer 

forensics investigations; however, there has been an increase in the number of people 

purporting to be experts or specialists who produce flawed opinions or take actions 

that are just plain wrong. The reasons for these errors are manifold but range from 

peer or management pressure, restricted timescales, and problems with software, to 

sheer lack of knowledge. Most investigations are basically the same in that they are 

either proving or disproving whether certain actions have taken place. The emphasis 

depends on whether the work is for the accuser or the accused. 

 

Computer Intrusion Detection Services 

Installing technical safeguards to spot network intruders or detect denial-of-service 

attacks at e-commerce servers is prudent, but if your staff doesn’t have the time or 

skills to install and monitor intrusion detection software, you might consider 

outsourcing the job. 

 

Digital Evidence Collection 

Perhaps one of the most crucial points of your case lies hidden in a computer. The 

digital evidence collection process not only allows you to locate that key evidence, 

but also maintains the integrity and reliability of that evidence. Timing during this 
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digital evidence collection process is of the essence. Any delay or continued use of 

the suspect computer may overwrite data prior to the forensic analysis and result in 

destruction of critical evidence. 

 

Litigation Support and Insurance Claims 

Since its inception, cyber-insurance has been billed as a way for companies to 

underwrite potential hacking losses for things technology cannot protect. The concept 

of insuring digital assets has been slow in catching on because the risks and damages 

were hard to quantify and put a price tag on. 

 

FORENSIC PROCESS IMPROVEMENT 

These are the steps taken in the threat identification process. 

i) Dig –x /nslookup 

ii) Whois 

iii) Ping 

iv) Traceroute 

v) Finger 

vi) Anonymous Surfing 

vii) USENET 

 

DATA RECOVERY 

Data recovery is the process in which highly trained engineers evaluate and extract 

data from damaged media and return it in an intact format. Many people, even 

computer experts, fail to recognize data recovery as an option during a data crisis, 

yet it is possible to retrieve files that have been deleted and passwords that have 

been forgotten or to recover entire hard drives that have been physically damaged. 

 

DATA BACKUP AND RECOVERY 

You live in a world that is driven by the exchange of information. Ownership of 

information is one of the most highly valued assets of any business striving to compete 

in today’s global economy. Companies that can provide reliable and rapid access to 

their information are now the fastest growing organizations in the world. To remain 

competitive and succeed, they must protect their most valuable asset—data. 

 

Backup Obstacles 

The following are obstacles to backing up applications: 

 Backup window 

 Network bandwidth 
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 System throughput 

 Lack of resources 

 

The Future of Data Backup 

Successful data backup and recovery is composed of four key elements: 

a. the backup server,  

b. the network data path,  

c. the backup window, and  

d. the backup storage device 

 

THE ROLE OF BACKUP IN DATA RECOVERY 

Many factors affect back-up: 

a. Storage costs are decreasing. 

b. Systems have to be online continuously. 

c. The role of backup has changed. 

 

THE DATA-RECOVERY SOLUTION 

Availability once meant that an application would be available during the week, from 

9 to 5, regardless of whether customers needed anything. Batch processing took over 

the evenings and nights, and most people didn’t care because they were at home 

asleep or out having fun. But the world has changed. It’s now common to offer 

extended service hours in which a customer can call for help with a bill, inquiry, or 

complaint. Even if a live human being isn’t available to help, many enterprise 

applications are Web-enabled so that customers can access their accounts in the 

middle of the night while sitting at home in their pajamas. 

 

EVIDENCE COLLECTION AND SEIZURE 

Evidence is difficult to collect at the best of times, but when that evidence is 

electronic, an investigator faces some extra complexities. Electronic evidence has 

none of the permanence that conventional evidence has, and it is even more difficult 

to form into a coherent argument. 

 

WHY COLLECT EVIDENCE? 

There are two simple reasons: future prevention and responsibility. 

 

1. Future Prevention 

Without knowing what happened, you have no hope of ever being able to stop 

someone else (or even the original attacker) from doing it again. It would be 

analogous to not fixing the lock on your door after someone broke in. Even though the 
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cost of collection can be high, the cost of repeatedly recovering from compromises is 

much higher, both in monetary and corporate image terms. 

 

2. Responsibility 

There are two responsible parties after an attack: the attacker and the victim. The 

attacker is responsible for the damage done, and the only way to bring him to justice 

(and to seek recompense) is with adequate evidence to prove his actions. The victim, 

on the other hand, has a responsibility to the community. Information gathered after 

a compromise can be examined and used by others to prevent further attacks. The 

victim may also have a legal obligation to perform an analysis of evidence collected, 

for instance if the attack on their system was part of a larger attack. 

 

COLLECTION OPTIONS 

Once a compromise has been detected, you have two options: pull the system off the 

network and begin collecting evidence or leave it online and attempt to monitor the 

intruder. Both have their pros and cons. In the case of monitoring, you may 

accidentally alert the intruder while monitoring and cause him to wipe his tracks any 

way necessary, destroying evidence as he goes. You also leave yourself open to 

possible liability issues if the attacker launches further attacks at other systems from 

your own network system. If you disconnect the system from the network, you may 

find that you have insufficient evidence or, worse, that the attacker left a dead man 

switch that destroys any evidence once the system detects that it’s offline. What you 

choose to do should be based on the situation. 

 

OBSTACLES 

Electronic crime is difficult to investigate and prosecute. Investigators have to build 

their case purely on any records left after the transactions have been completed. 

 

Add to this the fact that electronic records are extremely (and sometimes 

transparently) malleable and that electronic transactions currently have fewer 

limitations than their paper-based counterparts and you get a collection nightmare. 

Computer transactions are fast, they can be conducted from anywhere (through 

anywhere, to anywhere), can be encrypted or anonymous, and have no intrinsic 

identifying features such as handwriting and signatures to identify those responsible. 

 

Even though technology is constantly evolving, investigating electronic crimes will 

always be difficult because of the ease of altering the data and the fact that 

transactions may be done anonymously. The best you can do is to follow the rules of 

evidence collection and be as assiduous as possible. 
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TYPES OF EVIDENCE 

a) Testimonial Evidence 

Testimonial evidence is any evidence supplied by a witness. This type of evidence is 

subject to the perceived reliability of the witness, but as long as the witness can be 

considered reliable, testimonial evidence can be almost as powerful as real evidence. 

Word processor documents written by a witness may be considered testimonial— as 

long as the author is willing to state that he wrote it. 

 

b) Hearsay 

Hearsay is any evidence presented by a person who was not a direct witness. Word 

processor documents written by someone without direct knowledge of the incident 

are hearsay. Hearsay is generally inadmissible in court and should be avoided. 

 

THE RULES OF EVIDENCE 

There are five rules of collecting electronic evidence. These relate to five properties 

that evidence must have to be useful. 

1. Admissible 

2. Authentic 

3. Complete 

4. Reliable 

5. Believable 

 

Using the preceding five rules, you can derive some basic do’s and don’ts: 

a) Minimize handling and corruption of original data. 

b) Account for any changes and keep detailed logs of your actions. 

c) Comply with the five rules of evidence. 

d) Do not exceed your knowledge. 

e) Follow your local security policy. 

f) Capture as accurate an image of the system as possible. 

g) Be prepared to testify. 

h) Work fast. 

i) Proceed from volatile to persistent evidence. 

j) Don’t shutdown before collecting evidence. 

k) Don’t run any programs on the affected system. 

 

 

VOLATILE EVIDENCE 

Not all the evidence on a system is going to last very long. Some evidence resides in 

storage that requires a consistent power supply; other evidence may be stored in 

information that is continuously changing. 
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To determine what evidence to collect first, you should draw up an order of Volatility 

a list of evidence sources ordered by relative volatility. An example an order of 

volatility would be: 

 

1. Registers and cache 

2. Routing tables 

3. Arp cache 

4. Process table 

5. Kernel statistics and modules 

6. Main memory 

7. Temporary file systems 

8. Secondary memory 

9. Router configuration 

10. Network topology 

 

GENERAL PROCEDURE 

When collecting and analyzing evidence, there is a general four-step procedure you 

should follow. Note that this is a very general outline. You can customize the details 

to suit your situation. 

 

a) Identification of Evidence 

b) Preservation of Evidence 

c) Analysis of Evidence 

d) Presentation of Evidence 

 

COLLECTING AND ARCHIVING 

Once you’ve developed a plan of attack and identified the evidence that needs to be 

collected, it’s time to start the actual process of capturing the data. Storage of that 

data is also important, as it can affect how the data is perceived. 

 

Logs and Logging 

You should run some kind of system logging function. It is important to keep these 

logs secure and to back them up periodically. Because logs are usually automatically 

time stamped, a simple copy should suffice, although you should digitally sign and 

encrypt any logs that are important to protect them from contamination. 

 

Monitoring 

Monitoring network traffic can be useful for many reasons—you can gather statistics, 

watch out for irregular activity (and possibly stop an intrusion before it happens), and 

trace where an attacker is coming from and what he is doing. 
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METHODS OF COLLECTION 

There are two basic forms of collection: freezing the scene and honeypotting. The 

two aren’t mutually exclusive. You can collect frozen information after or during any 

honeypotting. 

 

Freezing the scene involves taking a snapshot of the system in its compromised state. 

The necessary authorities should be notified (the police and your incident response 

and legal teams), but you shouldn’t go out and tell the world just yet. You should 

then start to collect whatever data is important onto removable nonvolatile media in 

a standard format. Make sure the programs and utilities used to collect the data are 

also collected onto the same media as the data. All data collected should have a 

cryptographic message digest created, and those digests should be compared to the 

originals for verification. 

 

Honeypotting is the process of creating a replica system and luring the attacker into it 

for further monitoring. A related method (sandboxing) involves limiting what the 

attacker can do while still on the compromised system, so he can be monitored 

without (much) further damage. The placement of misleading information and the 

attacker’s response to it is a good method for determining the attacker’s motives. 

 

ARTIFACTS 

Whenever a system is compromised, there is almost always something left behind by 

the attacker—be it code fragments, trojaned programs, running processes, or sniffer 

log files. These are known as artifacts. They are one of the important things you 

should collect, but you must be careful. You should never attempt to analyze an 

artifact on the compromised system. Artifacts are capable of anything, and you want 

to make sure their effects are controlled. 

 

COLLECTION STEPS 

You now have enough information to build a step-by-step guide for the collection of 

the evidence. This guide should be customize to your specific situation. You should 

perform the following collection steps: 

 

1. Find the evidence. 

2. Find the relevant data. 

3. Create an order of volatility. 

4. Remove external avenues of change. 

5. Collect the evidence. 

6. Document everything. 
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CONTROLLING CONTAMINATION: THE CHAIN OF CUSTODY 

Once the data has been collected, it must be protected from contamination. Originals 

should never be used in forensic examination; verified duplicates should be used. This 

not only ensures that the original data remains clean, but also enables examiners to 

try more dangerous, potentially data-corrupting tests. Of course, any tests done 

should be done on a clean, isolated host machine. You don’t want to make the 

problem worse by letting the attacker’s programs get access to a network. 

Analysis 

Once the data has been successfully collected, it must be analyzed to extract the 

evidence you wish to present and to rebuild what actually happened. 

 

Time 

To reconstruct the events that led to your system being corrupted, you must be able 

to create a timeline. This can be particularly difficult when it comes to computers. 

Clock drift, delayed reporting, and differing time zones can create confusion in 

abundance. One thing to remember is to never, ever change the clock on an affected 

system. Record any clock drift and the time zone in use, as you will need this later, 

but changing the clock just adds in an extra level of complexity that is best avoided. 

 

Forensic Analysis of Backups 

When analyzing backups, it is best to have a dedicated host for the job. This 

examination host should be secure, clean (a fresh, hardened install of the operating 

system is a good idea), and isolated from any network. You don’t want it tampered 

with while you work, and you don’t want to accidentally send something nasty down 

the line. Once this system is available, you can commence analysis of the backups.  

 

RECONSTRUCTING THE ATTACK 

Now that you have collected the data, you can attempt to reconstruct the chain of 

events leading to and following the attacker’s break-in. You must correlate all the 

evidence you have gathered (which is why accurate timestamps are critical), so it’s 

probably best to use graphical tools, diagrams, and spreadsheets. Include all of the 

evidence you’ve found when reconstructing the attack—no matter how small it is. You 

may miss something if you leave a piece of evidence out. 
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DUPLICATION AND PRESERVATION OF DIGITAL EVIDENCE 

Computer evidence is odd, to say the least. It lurks on computer hard disk drives, USB 

drives, and at different levels. Such evidence is fragile and can easily be destroyed by 

something as simple as the normal operation of the computer. 

 

Electromagnets and planted destructive trojan horse programs are other hazards that 

can permanently destroy computer evidence within seconds. There is no other type of 

evidence that presents the investigator with as many potential problems and 

challenges.  

 

The three criminal evidence rules to gain admissibility are 

1. Authentication: showing a true copy of the original. 

2. The best evidence rule: presenting the original; and  

3. Exceptions to the hearsay rule: are when a confession or business or official 

records are involved. 

 

 

COMPUTER EVIDENCE PROCESSING STEPS 

Computer evidence is fragile by its very nature, and the problem is compounded by 

the potential of destructive programs and hidden data. Even the normal operation of 

the computer can destroy computer evidence that might be lurking in unallocated 

space, file slack, or in the Windows swap file. There really are no strict rules that 

must be followed regarding the processing of computer evidence. Every case is 

different, and flexibility on the part of the computer investigator is important. 

 

With that in mind, the following general computer evidence processing steps have 

been provided. Remember that these do not represent the only true way of processing 

computer evidence. They are general guidelines provided as food for thought: 

1. Shut down the computer. 

2. Document the hardware configuration of the system. 

3. Transport the computer system to a secure location. 

4. Make bit stream backups of hard disks and USB disks. 

5. Mathematically authenticate data on all storage devices. 

6. Document the system date and time. 

7. Make a list of key search words. 

8. Evaluate the Windows swap file. 

9. Evaluate file slack. 

10. Evaluate unallocated space (erased files). 

11. Search files, file slack, and unallocated space for keywords. 
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12. Document file names, dates, and times. 

13. Identify file, program, and storage anomalies. 

14. Evaluate program functionality. 

15. Document your findings. 

16. Retain copies of software used. 

 

LEGAL ASPECTS OF COLLECTING AND PRESERVING COMPUTER FORENSIC EVIDENCE 

Some of the most common reasons for improper evidence collection are poorly 

written policies, lack of an established incident response plan, lack of incident 

response training, and a broken chain of custody. 

 

Definition 

In simple terms, a chain of custody is a roadmap that shows how evidence was 

collected, analyzed, and preserved in order to be presented as evidence in court. 

Establishing a clear chain of custody is crucial because electronic evidence can be 

easily altered. A clear chain of custody demonstrates that electronic evidence is 

trustworthy. Preserving a chain of custody for electronic evidence, at a minimum, 

requires proving that: 

 No information has been added or changed. 

 A complete copy was made. 

 A reliable copying process was used. 

 All media was secured 

 

Legal Requirements 

When evidence is collected, certain legal requirements must be met. These legal 

requirements are vast, complex, and vary from country to country. 

 

Evidence Collection Procedure 

When the time arrives to begin collecting evidence, the first rule that must be 

followed is do not rush.  

 

They will need a copy of their incident-handling procedure, an evidence collection 

notebook, and evidence identification tags. 

 

When an incident is reported, this individual will contact the other members of the 

response team as outlined in the Incident Response Policy. Upon arrival at the 

incident site, this individual will be responsible for ensuring that every detail of the 

incident-handling procedure is followed. 
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This person will record the who, what, where, when, and how of the investigation 

process. At a minimum, items to be recorded in the notebook include  

 Who initially reported the suspected incident along with time, date, and 

circumstances surrounding the suspected incident. 

 Details of the initial assessment leading to the formal investigation. 

 Names of all persons conducting the investigation. 

 The case number of the incident. 

 Reasons for the investigation. 

 A list of all computer systems included in the investigation, along with 

complete system specifications. Also include identification tag numbers 

assigned to the systems or individual parts of the system. 

 Network diagrams. 

 Applications running on the computer systems previously listed. 

 

Storage and Analysis of Data 

Finally, the chain of custody must be maintained throughout the analysis process. 

One of the keys to maintaining the chain is a secure storage location. It is important 

that evidence never be left in an unsecured area. If a defense lawyer can show that 

unauthorized persons had access to the evidence, it could easily be declared 

inadmissible. 

 

Pieces of evidence should be grouped and stored by case along with the evidence 

notebook. In an effort to be as thorough as possible, investigators should follow a 

clearly documented analysis plan. A detailed plan will help prevent mistakes (which 

could lead to the evidence becoming inadmissible) during analysis. As analysis of 

evidence is performed, investigators must log the details of their actions in the 

evidence notebook. The following should be included at a minimum: 

 The date and time of analysis 

 Tools used in performing the analysis 

 Detailed methodology of the analysis 

 Results of the analysis 

 

COMPUTER IMAGE VERIFICATION AND AUTHENTICATION 

As law enforcement and other computer forensics investigators become more familiar 

with handling evidential computer material, it is apparent that a number of more or 

less formalized procedures have evolved to maintain both the continuity and integrity 

of the material to be investigated. Although these procedures are extremely effective 

under the current rules of evidence, it is expected that alternative procedures will 
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develop as technology advances. The current procedures, in use by both law 

enforcement and computer forensics investigators, work something like this: 

At least two copies are taken of the evidential computer. One of these is sealed in the 

presence of the computer owner and then placed in secure storage. This is the master 

copy and it will only be opened for examination under instruction from the court in 

the event of a challenge to the evidence presented after forensic analysis on the 

second copy. If the computer has been seized and held in secure storage by law 

enforcement, this will constitute best evidence. If the computer has not been seized, 

then the master copy becomes best evidence. In either case, the assumption is that 

while in secure storage, there can be no possibility of tampering with the evidence. 

This does not protect the computer owner from the possibility that secured evidence 

may be tampered with. 

 

SPECIAL NEEDS OF EVIDENTIAL AUTHENTICATION 

A wealth of mathematical algorithms deals with secure encryption, verification, and 

authentication of computer-based material. These display varying degrees of security 

and complexity, but all of them rely on a second channel of information, whereby 

certain elements of the encryption/decryption/authentication processes are kept 

secret. This is characterized most plainly in the systems of public and private key 

encryption but is also apparent in other protocols. Consider the investigative process 

where computers are concerned. During an investigation, it is decided that evidence 

may reside on a computer system. It may be possible to seize or impound the 

computer system, but these risks violating the basic principle of innocent until proven 

guilty, by depriving an innocent party of the use of his or her system. It should be 

perfectly possible to copy all the information from the computer system in a manner 

that leaves the original system untouched and yet makes all contents available for 

forensic analysis. 

 

When this is done, the courts may rightly insist that the copied evidence is protected 

from either accidental or deliberate modification and that the investigating authority 

should prove that this has been done. Thus, it is not the content that needs 

protection, but its integrity. 

 

PRACTICAL CONSIDERATIONS 

It is useful to present some fundamental requirements of a forensic data collection 

system before considering how these can be securely protected. These requirements 

were chosen to reflect the experience of computer forensic investigators. Other 

forensic experts may argue against some or all of them: 

1. Forensic data collection should be complete and non-software specific, thus 

avoiding software traps and hidden partitioning. 
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2. In operation, it should be as quick and as simple as possible to avoid error or 

delay. 

3. It should be possible for anyone to use a forensic data collection system with 

the minimum amount of training. 

4. Necessary costs and resources should be kept to a minimum. 

 

To meet the conditions specified in items 2, 3, and 4, the digital integrity verification 

and authentication protocol must be tailored to suit. For the collection phase to 

remain quick and simple, the digital integrity verification and authentication protocol 

must not add significantly to the time required for copying, nor should there be 

additional (possibly complex) procedures. 

 

PRACTICAL IMPLEMENTATION 

The emphasis here is on a practical application of proven technology, such that a 

minimum amount of reliance is placed on the technical ability of the 

operator/investigator. It must be understood that during the copying process, 

procedures are implemented to trap and handle hardware errors, mapping exceptions 

where necessary. 

 

Security Considerations 

Day after day, in every company, university, and government agency, a never-ending 

parry and thrust with those who threaten the security of their networks continues. 

Ultimately, with everything changing, the struggle for security is a constant battle. 

Everything has to be updated as new and different threats are received. 

 

Organizations must be constantly vigilant. New technologies in the areas of image 

verification and authentication bring new vulnerabilities, and computer forensics 

investigators are constantly discovering vulnerabilities in old image verification and 

authentication products. 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 


